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FCC CAUTION

WHG201, WHG311, WHG321

This equipment has been tested and proven to comply with the limits for a class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:
---Reorient or relocate the receiving antenna.
---Increase the separation between the equipment and receiver.
---Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

---Consult the dealer or an experienced radio/TV technician for help.

WHG315, WHG325, WHG401, WHG405, WHG425, WHG505, WHG515,
WHG525, WHG707, WHG711, WHG801, WHG802, HSG1100, HSG1250,
HSG3200, HSG3250, HSG5200

These equipment have been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct

the interference at his own expense.
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Chapter 1.Introduction

1.1 WHG Controller Series

4ipnet WHG Controllers are feature rich network edge devices designed for network

service provisioning, authentication, security, and management. Depending on the

scale of deployment, there are a selection 4ipnet WHG Controller models to meet the

network demands with various scale of capacities.

4ipnet WHG Controllers are designed to cater for the fundamental needs of any

network environment, namely triple A (AAA) which stands for Authentication,

Authorization, and Accounting. With 4ipnet WHG Controllers, various users are

authenticated based on user role, from there it will define the user’s accessible
network segments, the user’s network portfolio including accessible time, QoS,
routing rules, firewall rules, usage terms and privileges which are collectively known

as authorization. Finally accounting are performed by 4ipnet WHG Controllers

periodically while a client is using the network, updating the accounting information
for this client to either the internal user database or an external user database

depending on deployment.

Wireless network provisioning is no easy task when the scale reaches multiple AP

deployments. 4ipnet WHG Controllers are equipped with comprehensive AP

management feature to cover not only 4ipent AP devices deployed locally under the
Local Area Network (LAN) but also 4ipnet AP devices deployed remotely in the Wide
Area Network (WAN), relative to the location of your 4ipnet WHG Controllers.

Furthermore, with a 3™ party AP management interface, 4ipnet WHG Controllers are

capable of performing generic AP management features including associated online

user monitoring, shortcut to GUI interface, and location planning for non-4ipnet APs.

Network safety and traffic control are other big areas of concern for network owners,
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hoteliers as these are major factors in determining the quality and stability of your

network environment as a whole. 4ipnet WHG Controllers addresses these needs with

the following major features: equipped with static and dynamic routing features for
optimized path selection, QoS mapping for enforcing bandwidth control to each
individual user, system uplink bandwidth control, and customization firewall protocols

and rules.

Common networking features can be found well packed into the 4ipnet WHG

Controllers. Providing three varieties of NAT function, Walled Garden for free website
surfing, Network device monitoring tool, Static DNS translation, Proxy Server, VPN

and more. 4ipnet WHG Controllers simplify network deployment by incorporation

multiple networking features into one device, avoiding the need to setup external NAT

servers, Proxy servers, VPN gateway, etc. thereby reducing deployment complexity.

Network Maintenance and Network monitoring tasks are made easy with built in
displays of system traffic, system resource utilization such as CPU usage and memory
consumption, online user record, DHCP lease record, and more. Event logs can be

sent to external servers for long term record keeping or in depth analysis.

10
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1.2 WHG Controller Models

4ipnet WHG Controller product line comes with the following models for targeting

network deployment of variable scale.

SMB & Enterprise Controllers
WHG201, WHG311, WHG315, WHG321, WHG325, WHG401, WHG405, WHG425

Large Enterprise & Carrier Grade Controllers
WHG505, WHG515, WHG525, WHG707, WHG711, WHG801

Note: 4ipnet may continue to introduce new platforms, and may retire old platforms,

please refer to our website http://www.4ipnet.com for the latest product line status.

For more detailed listing of each model hardware and installation know how, please

refer to Appendix A.

1.3 HSG Gateway Series

4ipnet HSG Gateways are feature rich network edge devices designed for network

service provisioning, authentication, security, and management. Depending on the
scale of deployment, there are a selection models to meet the network demands with

various scale of capacities.

4ipnet HSG Gateway are designed to cater for the fundamental needs of any network

environment, namely triple A (AAA) which stands for Authentication, Authorization,

and Accounting. Various users are authenticated based on user role, from there it will
define the user’s accessible network segments, the user’s network portfolio including
accessible time, QoS, routing rules, firewall rules, usage terms and privileges which
are collectively known as authorization. Accounting are performed periodically while a

client is using the network, updating the accounting information for this client to

11
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either the internal user database or an external user database depending on

deployment.

Network safety and traffic control are other big areas of concern for network owners,
hoteliers as these are major factors in determining the quality and stability of your

network environment as a whole. 4ipnet HSG Gateways address these needs with the

following major features: equipped with static and dynamic routing features for
optimized path selection, QoS mapping for enforcing bandwidth control to each
individual user, system uplink bandwidth control, and customization firewall protocols

and rules.

Common networking features can be found well packed into the 4ipnet HSG Gateway.

Providing three varieties of NAT function, Walled Garden for free website surfing,
Network device monitoring tool, Static DNS translation, Proxy Server, VPN and more.

4ipnet HSG Gateway simplify network deployment by incorporation multiple

networking features into one device, avoiding the need to setup external NAT servers,

Proxy servers, VPN gateway, etc. thereby reducing deployment complexity.

Network Maintenance and Network monitoring tasks are made easy with built in
displays of system traffic, system resource utilization such as CPU usage and memory
consumption, online user record, DHCP lease record, and more. Event logs can be

sent to external servers for long term record keeping or in depth analysis.

1.4 HSG Gateway Models

4ipnet HSG Gateway product line comes with the following models for targeting

network deployment of variable scale.

SMB & Enterprise Controllers
HSG1100, HSG1250, HSG3200, HSG3250

12
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Large Enterprise & Carrier Grade Controllers
HSG5200

NOTE

Please note that all HSG Gateways do not support Local and Wide AP management

as well as Local & Remote VPN.

Note: 4ipnet may continue to introduce new platforms, and may retire old platforms,

please refer to our website http://www.4ipnet.com for the latest product line status.
For more detailed listing of each model hardware and installation know how, please

refer to Appendix B.

1.5 4ipnet Solution Overview

4ipnet WHG Controllers are designed for network management over almost all current

network architectures, Layer 2 (Data Link Layer) and Layer 3 (Network Layer).

Layer 2 networks are relative simple network deployment topology that span

physically under the LAN ports of 4ipnet WHG Controllers, two deployment scenarios

are illustrated below.

xDSL / Cable Modem

WHG Controller Internet

L2 Switch L2 Switch

Service Zone 1 Service Zone 2

[Layer 2 Network in Port Based Mode]

13
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xDSL / Cable Modem
Internet

WHG Controller

Service Zone 1 Service Zone 2

[Layer 2 Network in Tag Based Mode]

Layer 3 networks not only span physically under the LAN ports of 4ipnet WHG

Controller, it is also capable of reaching over different IP networks to manage remote

sites with routable IP address via tunnels.
Tunnel Int t
~

4ipnet
Access Point
Mode
WHCG Controller m
- - |

= & LAN
e

Service Zone: Professor =
S & Website

Wired Traffic DTF

4ipnet
Access Point

4ipnet
Access Point
|§ ' g ;: 4ipnet %“5 Staff _
- Access Point &g SSID !
-
L3 Router > 7 & LAN PC
Student QP

S & SR S S
Q) SSID  Professor
Service Zone: SSID
Convention Center Service Zone:Staff  Service Zone: Student
Remote Site

Main Site
[Layer 3 Network with tunnels]

14
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1.6 Key Terms & Concepts

Gateway is an edge device or network node where a small network attaches to a

bigger network. 4ipnet WHG Controllers are in essence gateways in a network

environment. Conventionally, the bigger network is referred as the WAN side or
upstream network (physically connected via the WAN port), while the small network is
referred as the LAN side.

Local User is a type of user whose account credential is stored in the 4ipnet WHG

Controller’s built-in database named “Local”. The 4ipnet WHG Controller’s “Local”

database capacity varies with different model. A local user account does not have an
expiration date once they are created. If administrator wishes to delete local accounts,
this must be done manually from the Web Management Interface. In addition, 4ipnet

WHG Controller’s Local database can be configured as an external RADIUS database

for another 4ipnet WHG Controller for account roaming.

On-Demand User is a type of user whose account credential is stored in the 4ipnet
WHG Controller’s built-in database named “"On-Demand”. The 4ipnet WHG Controller’s

“On-Demand” database capacity varies with different model. On-Demand User is
designed for short term usage purpose; it has time or volume constraints and an
expiration period. An On-Demand account record will be recycled for creating new
On-Demand account if it has expired for over 15 days or has been deleted by the

Administrator/Manager manually. In addition, 4ipnet WHG Controller’s On-Demand

database can be configured as an external RADIUS database for another 4ipnet WHG

Controller for account roaming.

External Authentication Database is a user account database that is not built-in

the 4ipnet WHG Controller. Besides Local database and On-Demand database, 4ipnet

WHG Controller supports four additional types of External Authentication databases
namely RADIUS, POP3, LDAP (including Active Directory), and NTDomain (Win2K'’s

NTDS). External Authentication Database is useful for both implementing account
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roaming and centralized account management.

Service Zone is a logic partition of 4ipnet WHG Controller’s LAN. The concept of

Service Zone is that it is a virtual gateway with customizable login portal page with its
own gateway properties (such as LAN IP address, DHCP server settings,
authentication options, etc.). With up to nine independent Service Zone profiles,

4ipnet WHG Controller is capable of servicing multiple hotspot franchises with a single

device.

LAN Port Mapping is the correspondence relationship of logical network partitions,

i.e. Service Zones to physical LAN ports on the 4ipnet WHG Controller There are two

modes of mapping available namely “Port-Based”, and “Tag-Based”. Port-Based mode
statically maps a Service Zone to clients down stream of a physical LAN port. This
mode will only service the maximum number of service zones based on the amount of
physical LAN ports. Tag-Based mode dynamically maps a client to a service zone
based on the VLAN ID tagged on the traffic packet.

Group is a user role profile which defines the accessibility of a user to different
Service Zones and in turn defines the QoS properties as well as network policy when
access is granted. Each and every connected user will belong to a Group, determined
by the type of user account used for authentication. If the administrator does not
assign a new account to any specific Group or for users not required to authenticate,

they will belong to a catch-all group nhamed “None” by default.

Policy is the second tier of user control once a user’s Group profile has been
determined. Policy defines the firewall rules, privileges, login schedule, routing rules
and session limit which will be enforced to users of a particular Group. A user may only
belong to one Group but can be governed by different policies while accessing
different Service Zones.

For users belonging to the “*None” group or users not explicitly assigned a network

Policy, they will be governed by a default catch-all policy named ‘Global-Policy’. The
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Global-Policy is a base policy which will be applied to all users if not applied with

another policy.

The following Figure is an example that depicts the relationship between Service Zone,
Group and Policy. In this example, Students and faculties logging into Service Zone 1
will be governed by Policy-A. Guests only have access to Service Zone 3, and will be
bounded by Policy-C. Faculties have the access to both Service Zone 1 and Service

Zone 2 under two different policies.

Service Zone 1 Service Zone 2 Service Zone 3

[Folicy-/\j Eolicy-B olicy-C
Group Group Group
Student Faculty Guest

[ Relationship of Service Zone, Group and Policy]
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1.7 Recommended Configuration Sequence

Set up system’s Time Zone, NTP server, DNS server and WAN1 address
Configure LAN address range for at least one Service Zone, and enable its
authentication.

Create user accounts to test the login page via wire line in the enabled Service
Zone.

Try to generate an On-Demand user and test the account.

Configure Wireless Settings of Service Zone and add in AP.

Configure necessary Service Zones based on applications.

Set up Group and Policy (including Firewall rules and Session Limit).
Customize the portal login page and add walled garden Advertisement links if
needed.

Set up Payment gateway to allow end user credit card self payment for On-Demand
accounts if needed.

Load SSL certificate for the Web Server before operation.

Monitor generated status pages and reports.

Perform other advanced setting for other specific application.

1.7.1. Common Settings

For the most commonly deployed scenarios in a standard network, please refer
to Chapters 3 to 7.

Chapters 3 to 7 contain configuration topics that encompass the most
commonly used features in a typical network environment. It is recommended
for users to start from Chapter 3 and proceed through Chapter 7 for any

deployment.

1.7.2. Advanced Settings and Application

Chapters 8 to 10 discuss about security, system maintenance, and monitoring.

These contents are useful once you have successfully configured the necessary
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functionalities and are for operation usage once your network is up and running.
Customers with needs to fulfill specific applications, integration with 3™ party
devices, customization etc., please refer to Chapters 11 and beyond for

advanced feature setup.
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Chapter 2. WMI & Setup Wizard

2.1. Web Management Interface

The Web Management Interface (WMI) of the WHG controller can be accessed through
a web browser (Firefox, Chrome, and Safari recommended) of any PC connected to
the LAN interface with the default IP address of 192.168.1.254.

LOGIN
Username
Password
Log In

Change password? -
& English

©

Forgot password?

The default administrator account and password is:
B Username: “admin”

m Password: “admin”
Upon the first login, the system prompts for the administrator to change password to
enforce system security. The password needs to be at least 6 characters long and

include at least one alphabet and one number.

You may refer to part E. of Appendix F for details on admin accounts configuration.
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LOGIN

Username admin
Please change the default password for “admin” account.

Password  ssses J
| LogIn
iz Samail/
[ ok | [ cancel |
Ch, d? !
S obadieiad English v |
Forgot password?

Edit New Password

Name

Original i has been ch
Password

New Password

Verify Password

Apply | Cancel )

The WMI Welcome page is as shown below after a successful administrator login.

@i EaBEERE0
B @ BlDashboard W Setup Wizard ?Help Blogout
qipnet

Some changes will not take effect until you restart the system.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Welcome to System Main Menu

This Administrative Web Interface allows you 1o S&T Various NeTworking parameters, 1 CUSTOmIize NETwork Services,
T0 Manage User accounts and to MONItor user Status.

Functions are separated into the following main categories:
System, Users , Devices , Network , Utilities , and Status

For a quick overview of the system, please refer to the Dashboard.
For shortcut links to the Dashboard, you may click the 4ipnet Logo on the top-left, or dlick the ‘Dashboard’ icon on the top-right.

The Star’ icon on the top right is a Setup Wizard that provides a quick step-by-step guide on setting up your system.

For help with your system configuration, click the ' Icon for Online Help

NOTE

1. To logout, simply click the Logout icon on the upper right corner of the

interface to return to the login screen.
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2.2 Running the Wizard

The Setup Wizard provides a collection of configuration steps which are essential in

the setup and operation of your network with minimum configurations.

To quickly configure WHG by using the Setup Wizard, click on the Setup Wizard
button on the top right corner of the WMI homepage to start the configuration

process.

Step 1. General
» Select an appropriate time zone from the Time Zone drop-down list.

>» Click Next to continue.

1 FIRST STEP SECOND STEP THIRD STEP YOU’RE DONE
< A 4 -’

Set Time Zone

I tis recommended to select General

Time Zone | (GMT+02:00)Taipei A

Exit Next

Step 2. Select Connection Type for WAN1 Port

» There are three types of WAN connections to be selected from: Static IP
Address, Dynamic IP Address and PPPoOE Client. Select a proper Internet
connection type. Below depicts an example of using Dynamic IP connection.

> Click Next to continue.

» For Static IP Address or PPPOE Client, follow the instructions on the screen.
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FIRST STEP Y. SECOND STEP

Configure WAN1

THIRD STEP . YOU’'RE DONE
@/

type of the WANL interface
and configure the settings. Static (Use the following IP settings)
* Dynamic (IP settings assigned automatically)
PPPoE

I Please select connection “.—‘A"—\'l Interface

Exit Back Next

Step 3. Add Local User Account (Optional)

» A new user can be added to the Local User database. To add a user here, enter
the Username (e.g. testuser), Password (e.g. testuser), and assign an
Applied Group to this particular user (or use the default Group 1).

» Click Next to continue.

FIRST STEP SECOND STEP 3 THIRD STEP YOU’'RE DONE
U Create A Local User
You can choose to add loca Local I.:S'er ‘A'ccount (Optional)
user accounts for a quick
I configuration. Username: [testuser
Password:
Group: |Groupl ¥
Exit Back Skip Next
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Step 4. Confirm and Restart WHG
» Click Finish to save current settings and restart the system.

>» A confirmation dialog box will then appear. Click OK to continue.

FIRST STEP SECOND STEP THIRD STEP
\ 14 \ & AV /
I Press "Finish" button to Conﬁrm and ReStart
confirm the settings and
restart the system.

Please press Finish button and restart the system.

Exit Back Finish

4 . ~
Message from webpage @

| Are you sure you want to restart the system now?

OK Cancel 1
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> A Confirm and Restart message will appear on the screen during the

restarting process. Please do not interrupt the system until the Administrator
Login Page appears.

FIRST STEP SECOND STEP THIRD STEP 4 YOU’RE DONE
wy U <7 Restart the System
e e Buton o Confirm and Restart
I confirm the settings and
restart the system

Please do NOT interrupt WHG restart process until the admin login page

reappears — which indicates the restart process has been completed.

Restart process complete.

LOGIM

Username

Passwaord
Log In

Change password?

English
Forgot password?
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Chapter 3.Basic Network Settings

3.1. Network Planning

Before installing the 4ipnet WHG Controller, careful network planning is required in

order to meet the networking needs with the most efficient utilization of network
resources. IT staff of any organization should assess the available network resources
at hand, and design a suitable network topology with resiliency, capacity, and

survivability in mind.

Typically, organization networks today are a combination of manageable wired and
wireless LANs, sometimes even remote LANs. Designed to fulfill most deployment

needs, the two main categories of network topologies supported by 4ipnet WHG

Controllers are:

1) Layer 2 Topology
2) Layer 3 Topology

Layer 2 Topology
This network topology aims to build a managed Local Area Network (LAN) which
consists of both wired and wireless capabilities to provide network services to a limited

physical area such as office building, hotel, school premises, and etc.
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xDSL / Cable Modem

Internet

for Guests for Employees

[ Graphical Illustration of Layer 2 Topology]

Layer 2 Network Design Guidelines

> Always connect hierarchically. If there are multiple switches in a building, use an
aggregation switch.

> Locate the aggregation switch close to the network core (e.g. mainframe housing)

> Locate edge switches close to users (e.g. one per floor)

Layer 3 Topology

This network topology aims to build a managed Local Area Network (LAN) which
consists of both wired and wireless capabilities to provide network services to local
and remote physical areas such as enterprise buildings, hotel chains, college

campuses, and etc.
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WAN

~

Modem

o WHG Controller

LAN

L2 Switch

4ipnet
Access Poin

Main Campus

Layer 3 Network Design Guidelines

| .
o A

Service Zone: Staff ~ Service Zone: Student

\\

Internet
or WAN

Wired Traffic DTF

4ipnet
~, Access Point

& Website
N
Staff
g —

SSID
Student
SSID  Professor

SSID

_/

, 3 :':1.
)
N PC

[ Graphical Illustration of Layer 3 Topology]

> Always connect hierarchically whether in local LAN or remote LAN. If there are

multiple switches in a building, use an aggregation switch.

> Locate the aggregation switch close to the network core (e.g. mainframe

housing)

> Locate edge switches close to users (e.g. one per floor)

> Remote site’s device (4ipnet AP or 4ipnet WHG Controller) uplink should either

have a public IP address or an IP address in the same subnet as the main WHG
Controller’s WAN IP address.
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3.2. Uplink (WAN side) Configuration

3.2.1 WAN Settings

Configuration Path: Main Menu >> System >> WAN

The WAN port supports four connection configurations Static, Dynamic,
PPPoE and PPTP. These connection types are adequate enough to support
most ISP. The Physical Mode drop-down list allows administrators to choose
the speed and duplex of the WAN connection. When Auto-Negotiation is On, the
System chooses the highest performance transmission mode
(speed/duplex/flow control) that both the system and the device connected to

the interface support.

WAN1 Configuration

Physical Mode Auto E|

Interface Type @ static (Use the following IP settings)
IP Address: 10.29.42.101
Subnet Mask: 255.255.0.0
Default Gateway: 10.29.0.1
Preferred DNS Server: 168.95.1.1

Alternate DNS Server:
Dynamic (IP settings assigned automatically)
PPPoE

PPTP

Depending on ISP’s interfacing device the WAN port is connecting, you need to
select the connection type applicable to you. For example, if your ISP is Cable

modem issuing Dynamic address, then you would select Dynamic connection.

Static: Manually specifying the IP address of the WAN Port. The fields with red

asterisks are required to be filled in.
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Dynamic: It is only applicable for a network environment where the DHCP
server is available on the upstream network. Click the Renew button to get an

IP address automatically.

PPPoOE: If your ISP provides PPPoE Dialup connection, then the ISP will issue
you an account with a password. You would need to enter the account credential

in the WAN configuration page for dialing up to the ISP.

PPTP: Although not a popular method, PPTP protocol for dialup connections is
adapted by some ISPs (in European Countries). Your PPTP ISP will issue you an

account with a password as well as the PPTP server address.

NOTE

1. When in doubt, please consult your ISP provider regarding details of your

subscribed uplink service.

3.2.2. Dual Uplink

WHG Controllers are designed with 2 WAN ports for load balancing and failover

support. WAN2 can be enabled for service once WAN1 connection is established.

If you would like to use a second Internet feed, select one of the three
connection types applicable to WAN2 port: Static, Dynamic, and PPPoOE. The
Physical Mode of the WAN2 port can be selected.

WAN2 Configuration

Physical Mode Auto -

Interface Type @ MNone
() static (Use the following IP settings)

©) Dynamic (IP settings assigned automatically)

©) PPPOE
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Static: Manually specifying the IP address of the WAN Port. The fields with red
asterisks are required to be filled in.

Dynamic: It is only applicable for a network environment where the DHCP
server is available on the upstream network. Click the Renew button to get an

IP address automatically.

PPPOE: If your ISP provides PPPoE Dialup connection, then the ISP will issue
you an account with a password. You would need to enter the account credential

in the WAN configuration page for dialing up to the ISP.

NOTE

1. When in doubt, please consult your ISP provider regarding details of your
subscribed uplink service.
2. Please note that WAN load balancing and WAN failover features are only

available when WAN2 is configured.
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3.2.3. WAN Port Selection for dual WAN1 / WAN2 models

WHG Controller models WHG707 and above are carrier grade models designed
with a SFP and Ethernet port for both WAN1 and WAN2 respectively.
Administrator can further decide which physical port to be deployed as WAN1 or
WAN2, Ethernet port, SFP port, Ethernet and SFP port, or both port bonded with
aggregated throughput.

Configuration Path: Main Menu >> System >> WAN

WAN1 Configuration

Physical Mode AUt El
Interface Type _) Static (Use the following IP settings)

@ Dynamic (IP settings assigned automatically) Renew

Obtain DNS server address automatically.
Preferred DNS Server: 168.95.1.1 o

Alternate DNS Server:

2 PPPoOE

& PPTPR
Transmission Option ) Ether Port

= Fiber Port

@ Fiber Port and Ether Port
) Bonding
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WAN2 Configuration

Physical Mode Auto El
Interface Type *) Static (Use the following IP settings)
@ Dynamic (1P settings assigned automatically)  Renew

Obtain DNS server address automatically.
Preferred DMS Server: 168.95.1.1 =

Alternate DNS Server:
_! PPPoE
_) PPTP
Transmission Option ) Ether Port
) Fiber Port

@ Fiber Port and Ether Port
_ Bonding

The deployment options are:

>
>
>

Ether Port: Deploy the copper Ethernet WAN port for service.

Fiber Port: Deploy the SFP port for service.

Fiber Port and Ether Port: Bridge Fiber port and Ethernet port, physically
only connect one uplink either via SFP port or Ether port.

Bonding: Deploy both SFP port and copper Ethernet port for service. This
option aggregates the two connections and will result in aggregated higher

throughput.
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3.2.4. WAN Traffic Control

WAN Traffic Settings

Bandwidth Limitation ¥| Enable Bandwidth limitation an WAN
Max Uplink Bandwidth 2000000 Kbps
Max Downlink Bandwidth |2000000 Kbps

The Uplink and Downlink bandwidth configured here is the combined bandwidth
for WAN interface including WAN1 and WAN2. However, please note that the
actual bandwidth is still bounded by the network speed of your ISP operator. For
instance, when the network speed of your ISP is limited to 1Gbps, the total
throughput under such constraint will not be greater than 1Gbps even if you

configure 2Gbps on the Controller.

3.2.5. Uplink Detection & Failover

Uplink Detection

When the WAN interface has been configured with a valid uplink connection,
administrator may specify up to three outbound sites as detection target for
verifying whether the uplink service is alive or down. The controller will
periodically check the uplink status.

A field of warning message text may be customized by the administrator which
will be displayed on the user’s web browser when all three detection targets fail

to respond.
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WAN Traffic Settings

Bandwidth Limitation Enable Bandwidth limitation on WAN
Max Uplink Bandwidth 2000000 Kbps
Max Downlink Bandwidth (2000000 Kbps

Address for Detecting Internet

: www.google.com
Connection

www.apple.com

www.microsoft.com

Warning of Internet Disconnection

Sarry! The service is temporarily unavailable.

Load Balancing
Administrator can spread the system traffic across WAN1 and WAN2 ports based

on percentage load, calculated using session, bytes, or packets.

WAN Traffic Settings

Bandwidth Limitation Enable Bandwidth limitation on WAN
Max Uplink Bandwidth 2000000 Kbps
Max Downlink Bandwidth |2000000 Kbps
Function of WAN2 © Disable{None)

@ Load Balancing

Basis SessionsEl WAN1 Load Allocation: |50 %

7' Wan Failover

WAN Failover

Once enabled, whenever WAN1 is down, WAN2 will service the traffic originally
handled by WAN1. If the nested option is selected, service will be returned to
WANL1 link if it is up again. This feature is not available to be used concurrently

with Load Balancing.
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WAN Traffic Settings

Bandwidth Limitation Enable Bandwidth limitation on WAN
Max Uplink Bandwidth |2|‘J'D-U-U-U-D | Kbps
Max Downlink Bandwidth 2000000 | Kbps
Function of WAN2 © Disable(None)

D) Load Balancing
The "Load Balancing" function when Enabled also acts as the
"Failover" function when one of the WAN interfaces is down.

@ \Wan Failover

Fall back when WANL1 connection is restored

NOTE

1. Please note that WAN Failover feature cannot be enabled concurrently with

Load Balancing feature.
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3.3. Downlink (LAN side) VLAN option

The Downlink of WHG Controller is basically your managed network deployed for
service. There are two types of deployment mode for networks attached to the LAN

ports of the WHG Controller: Port-Based mode and Tag-Based mode.

NOTE

1. If HA feature is in Enabled status, LAN1 will be transformed into a dedicated HA

port and will not be able to service any Service Zone.

Configuration Path: Main Menu >> System >> LAN Ports

3.3.1. Port-Based Service Zone

Port-Based mode operates with the principle that each physical LAN port can be
mapped to an enabled Service Zone or disabled from providing service.
Operating under port based mode therefore means the maximum amount of
Service Zones available to actually provide service is determined by the number

of LAN ports on the Controller.
LAN Ports

LAN Port Mode @ port-Based ©) Tag-Based

Port - Service Zone Mapping

Defauli’;J LS..Zl r;J |15j2 ’;J I-Iliisabler;J
LAN2 LAN3 LAN4

LAN1

Trusted Port None ~

Trusted Port: When a LAN port is selected here, clients under this port will not

require authentication regardless of the corresponding Service Zone settings.
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3.3.2. Tag-Based Service Zone

Tag-Based operation mode operates under the principle that different Service
Zones are identified by VLAN ID. This means that Tag-Based operation allows
each physical LAN port to accept traffic for any enabled Service Zones - Traffic

handling will be processed internally according to the VLAN ID traffic packets
carry.

LAN Ports

LAN Port Mode Port-Based ©@ Tag-Based

Port - Service Zone Mapping
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Chapter 4. User Authentication Database

4.1. Authentication Database Configuration

Authentication database is a storage device where users’ credentials may be inquired
for validity. When a user is associated to an authentication enabled in Service Zone,
the 4ipnet WHG controller checks the database to see if the submitted user ID and
password combination exists, in order for the user to get network access. 4ipnet WHG
controllers support built-in and external authentication databases.

All the authentication options are listed below:

Built-in Authentication options

Local with user credentials stored in the built-in Local database.
On-Demand with user credentials stored in the built-in On-Demand database.
Free an access option that allows users to access networks with any specified identity

token on the login page.

External Authentication Options

These options use external servers to implement the authentication process. 4ipnet
WHG controllers support some of the most common external authentication options,
including: RADIUS, LDAP, NT Domain, POP3, SIP.
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External

LDAP Server POP3 Server RADIUS Server SIP Server

NT Domain Server

Local account Server
Built-in On-Demand account Server

[ Graphical illustration of authentication databases in relation to WHG Controller]

Server 1 LOCAL local @
Server 2 RADIUS radius
Server 3 NTDOMAIN ntdomain ®
Server 4 LDAP Idap ®
Server 5 POP3 pop3 ®
On-Demand OMDEMAND ondemand
sip sip /A
Guest FREE M/A

The configurations of authentication options for Internal and External authentication
are done separately. The 5 external authentication servers (RADIUS, POP3, LDAP, NT

Domain, and SIP) are customizable and can be enabled concurrently.

NOTE

1. Auth Options may be selectively enabled or disabled to authenticate users in each

Service Zone profile.
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4.2. Built-in Authentication Databases

Configuration Path: Main Menu >> Users >> Internal Authentication

4.2.1. Local User Database

This type of authentication method checks the local database that stores user,
often the staff and credentials internally. The Local user database is designed to
store static accounts which will not be deleted unless manually performed by

administrator.

Configuration Path: Main Menu >> Users >> Internal Authentication >> Local

>> Local User List

Account generation
Click Add User to create one or multiple accounts.

Local User List

Delete | Backup List | Upload Searl:h
T/me-mmm
VPN
(Total:0/6000) teFirst «Prev Next+ Last#! GotoPage ~ (Page:1/1) Row per Page: 10 ~
N
example [TTTTYY) Group 1

Groupl - = [
Groupl ~ | [
Groupl ~ El (]
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NOTE

1.

The fields with red asterisk are mandatory fields while the others are
optional.

MAC Address field once configured will bind this particular account under
the condition that it may only be granted access using the device specified.
The Group field specifies the group profile of the account being created.
Remark is for any additional note administrator would like to stress. It will
be shown on the user list.

You can check the Enable Local VPN checkbox to build up a secure VPN
tunnel between the device using the account and the controller.
Expiration are optional time constraints which may be enforced to this
account if the Account Span option is checked. This is a useful attribute if
used in complement with Multiple Login, ideal to provide network access
to a group of people for a specified amount of time, for instance during a

seminar event.

Account Import and Export

The Local user database can import and export user credentials by using the

Upload and Download functions respectively. The download file will be a text file

in csv format displayed in a new browser window, administrator can perform

“save as” to backup the user accounts in PC storage for future use. Upload

operation is performed by browsing for a backed up txt file and import the

accounts back into the Local user database.

Local User List

Add... | Delete

e Local
Mm

(Total:0/6000) 1«First «Prev Next+ Last+! GotoPage ~ (Page:1/1) Row per Page: 10 ~

Backup List | Upload

Status | Username | Password
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NOTE

1. The txt files generated may be inter-used by all WHG controller series as the

defined csv format are consistent for all models.
2. Duplicated accounts will result in upload failure and a warning message will

be displayed.

Modifications to Account Credentials
For existing user accounts, further modification is possible simply by clicking the

username hyperlink on the page to reconfigure account attributes.

Local User List

Delete | Backup List | Upload Search

Local

Valid example example Group 1 Disable

Editing L{isting User Data

Username example

Password example

MAC Address

Applied Group Groupl =

Enable Local VPN =

Remark

Enable Expire Time =

Begin Date Select Date
End Date Select Date

Deleting Accounts
Accounts in the Local user database may be deleted individually or entirely by
selecting the “Select All” checkbox. There will be a popup window asking if you

are sure to carry out the action.
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Local User List

Addy. | Delete

Rackup List | Upload

E 1 walid example example Group 1 Disable

4.2.2. On-Demand User Database

The On-Demand user database is desighed for guest user account provisioning
with time or traffic volume constraints. Ideal for deployment needs of Hotels,
Hotspot venues, Enterprise visitor reception, and more. The On-Demand
Authentication option offers plenty of options for customization. POS tickets can
be customized to businesses’ needs, and multiple payment options are also

available on the WHG Controllers.

Configuration Path: Main Menu >> Users >> Internal Authentication >>

On-Demand
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On-Demand Authentication

User Postfix ondemand
Billing Plans Configure
Currency Mone 0 $usp O €EurR 0 £GEP
Expired Account Cache 30 | day(s)
Qut-of-quota Account Cache 30 | day(s)
Set Ticket's Serial Number 000001 Set
Web Printout Configure
POS Tickets Configure
Number of Tickets 21 @ 2
Terminal Server Configure
Payment Gateway Configure
S5MS Gateway Configure
Account Roaming Out _) Enable @ Disable

On-Demand Account Settings

1. General Settings for the On-Demand Account database can be configured
on this page. General Settings include the customization of POS/Web tickets,
Payment Gateway options, and etc. When Terminal Servers (such as the
SDS200W) are deployed for account generation, remember to configure the
IP and Port in Terminal Server configuration. The WHG Controller can work
in hand with Clickatell SMS server for On-Demand accounts credentials to

be sent to users via SMS message.
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SMS Gateway

Selection
Disable '# Clickatell

Send SMS for

Account purchases via Payment Gateway '® Free Account Registration Both
Clickatell Configuration
API ID i
User Name 4
Password o
APl URL http:ffapi.clickatell.com/http/sendmsg x

Registration before Accounts Expired * Allow Block

Query Balance Check

Billing Plans for Clickatell

e ™ S Y NN
1

Account Registration Control

* Disable Black List White List

Web Page Customization

Configure

With a set of Clickatell account Username/Password, the SMS Gateway can
be configured to send SMS messages upon On-Demand account creation.

The SMS service can be used for free access, paid access with payment
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gateway integration, or both. Define an API ID and activate the desired
billing plans. Multiple Billing Plans may be activated if needed. To prevent the
SMS Gateway from being flooded by SMS queries for account generation, an
Account Registration Control option is available. In addition, the
administrator has an option of allowing or disallowing users to register for
new accounts prior to account expiration. To block valid accounts from

requesting new accounts, set option to “Enabled”.

With the SMS Gateway enabled, the Billing Plan selection page will appear as

such:

Billing Plan Selection
Plan (s) Price(m)  Remark
1 min{s) of connection
time quota with expiration

Information

Cell Phone Number *

Note

[ A ) Please enter the cell phone number with
country code

[ B ) After clicking on "Register” button, account
information will be sent to the cell phone the one
you fill above.

Note that the Billing Plan selection page may be customized if needed.

2. Define account usage terms in Billing Plans. Up to 10 billing plan profiles
are available for the administrator to customize the terms of use by
selecting an appropriate account type. The User Group profile for each

Billing Plan is also assigned here.
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Billing Plans

- - — T

1

2

Usage-time
Volume

Hotel
Cut-off-time

Duration-time
N/A
nN/A
N/A
nN/A
N/A

N/A

2 hr(s) of connection time quota with expiration

500 Mbyte(s) of traffic volume guota

Walid until 12:00 the following day

Valid for 4 hour(s) elapsed time

WHG Controller / HSG Gateway ENGLISH

10

3.99

il
&l

Group 1

Group 2

Group 3

Group 4

Group 1

Group 1

Group 1

Group 1

Group 1

Group 1

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

NOTE

For more detailed information on the four major account types, please refer

1.

to Appendix D.

For more detailed information on Ticket Customization, please refer to

Online Help or the 4ipnet Application Note on Ticket Customization.

On-Demand Accounts

Configuration Path: Main Menu >> Users >> On-Demand Accounts

After enabling the selected Billing Plans, On-Demand Accounts generation can

be done on On-Demand Account Creation. On-Demand accounts can be

created individually or in batches.

The On-Demand Accounts List houses all the existing On-Demand accounts.

Each account’s status, quota, etc. will be displayed for reference. On-Demand

account import, export, deletion and Admin Redeem are also performed on this

page.
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The status of On-Demand accounts are defined as valid, out of quota and

expired.
Valid = On-Demand account in active or quota remaining
Total = Valid + Out-of-Quota + Expired

Besides, such valid and total number of On-Demand accounts are informed in
the end of this list.

Main » Users ; On-Demand Accounts » Account List

On-Demand Account List

Delete | Restore List | Backup List | Delete Expired | Delete Out of Quota Search

I T N e I M

dykg 0 sec(s) Qur of Quota Group 8 Redeem
7g5z 500 M Byte(s) Normal Group 4 Redeem
adgf Until 2016/08/24-23:30 MNermal Group 7

znvf 5 hris) 10 min(s) Normal Group 8

(Valid:3/7000) (Total:4/10000) #+First «Prev Next# Last#! Goto Page|1 ¥ | (Page:1/1) Row per Page: (10 ¥

4.2.3. The Guest Authentication Option

The Guest Authentication Option is not technically a user database, but rather a
specially designed option to allow a user to access and surf the network without

any user account or password.

This feature allows the user to associate with a particular Service Zone, enter a
specified string of text which may be a social security number, email, etc.
defined by the administrator, and use the network without actual

authentication.

The terms of use as well as usage constraints may be configured in the Guest
authentication option profile.
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Configuration Path: Main Menu >> Users >> Internal Authentication >> Guest

Step1: Setting up the Guest authentication profile.

Guest Authentication

Guest Login Input Hidden @ Visible

Social Media Login Disable ® Enable Social Media Login
E-mail Denial List ® Disable Enable  Configure

Guest Questionnaire Configure

Guest Access Time Unlimited '® Limited

Quota 0 hour(s)|30 minute(s)

Reactivation After |1 hour(s)|0 minute(s)

Access Limit 5 per day *(0:Unlimited)

Group Group1 v

Email Verification ® Disable Enable

Guest Quota List View

Guest information View

Q Apply 0 Cancel

Selecting Visible helps administrators enable Guest Login Input which allows
clients to access internet by entering emails. The E-mail Denial List checks the
email domains for login permission, if prevention of junk mailboxes is desired.
Guest Questionnaire provides administrators with options to customize extra
questions on the login page for guest login, where the access information from
guest users would be collected and viewed in the Guest Information list.
Guest Access Time when set to “Limited” will enforce a usage time constraint
based on MAC addresses. If the Quota is set to 30 minutes, each device may
only be allowed 30 minutes of usage, and a new session will only be possible
once the Reactivation time has elapsed. Administrators also get to decide how

many times a device can request for a free account in a day by configuring
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Access Limit. Guest users are then mapped to a selected User Group for

policies application.

Guest Questionnaire

1 v Age
LOGIN
v Cell Phone
Username é
Password ‘ p
[FE] s
Remember Me
FREE LOGIN Guest Information
Email
Downl Delete Al
Age
‘ Custom 1 | Custom?2
Cell Phone il i i i
Email Address Birtnday | Location | G0N | Phone) Last Login
Enter your Email account tologin for free =y
7 facebock  Fouripnet Testvia  testvia@dipnetcom  female N/A A 2015-12-24 15:56:09
m google  FouripnetTestda  testia@dipnetcom  female N/A A 015-12-29 10:58:02
I Free A example@dipnet.com N/A N/A A 30 0987654321 2015-12:3013:52:05
(Total:7) hefirst «Prev Next Last#t GotoPage 1 ¥ | (Page:l/t) Row per Page: 10 v

Email verification ensures that the entered email is a valid email address.
When this option is enabled, an activation time is allocated to the client. The
client then has to activate this account within the activation time to extend
his/her usage time by clicking a link in the mail sent by the mail server. Note
that the activation is merely a timer and does not add to the account’s Quota.
The Sender Name, Email Subject, Email Content are all customizable as soon as
the SMTP server is ready. SMTP server configuration is done by clicking the

“Assigh SMTP Server” button.
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Email activation time

Sender name

Activation email subject

Activation email content

Activation link

Guest Account List
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Disahle "® Enable

0 hour(s) (10 minute(s)

Internet service

Please activate your account

Congratulations! You can go online for free.
IT you want to extend the usage time, please
click the link below to activate your account
for more usage time.

Wiew

Assign SMTP server

Step2: Setting up the Social Media Login profile.

4ipnet WHG-series Controllers also provide a convenient method for guest
authentication; Social Media Login enables client to access internet by logging
in with their own Social Media Accounts, ex. Facebook, Google+, and Open ID.
The detail configuration can be done with the hyperlink to Social Media Login
with these application registration IDs or secrets (see 4.3.6 Social Media). Some
information of the accounts are available for collection in the Guest
Information list for administrators’ further analysis or marketing purposes.
Account names, account emails, gender, birthdays, and location on the Social
Media Account List are downloadable for administrators’ data manipulation.
Guest Questionnaire answer sheets are displayed over following custom

columns as well.
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Guest Information

Download | Delete All

Custom 1 Custom 2
-“ i m Blnhday (ce. Phone}
facebook  Fouripnet Testvia testvia@4ipnet.com female 2015-12-24 15:56:09

Free MfA example@4ipnet.com MfA N/A N/A 30 0987654321 2015-12-30 13:52:05

(Total:2) teFirst «Prev Next= Last#! GotoPage|1 v | (Page:1/1) Row per Page: |10 v

Administrators are able to download the collected guest information by clicking
“Download” button, besides, a “Delete All” button is available for deleting all the
stored data. Administrator can delete all entries after export to keep the list

up-to-date.

NOTE

* When Social Media Login or Guest Questionnaire is enabled,
the controller collects information from the clients. Please
enable Disclaimer or customized login page to include claims

and reminders.

Step3: Implement into specific Service Zones and login pages

Choose the desired Service Zone where you would like to apply the Guest
authentication option - Go to Main Menu > System > Service Zone > Configure.
Scroll down the page to Authentication Options. Check to enable the option

for Guest Authentication Option as shown in the figure below.

Server 1 LOCAL local
Server 2 RADIUS radius I
Server 3 NTDOMAIN ntdomain v
Server 4 LDAP ldap v
Server 5 POP3 pop3 b
On-Demand OMNDEMAND ondemand L4

SIP sip M/A
Guest FREE M/A [+
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Consequently, after going through configurations from STEP 1 to STEP 3, end
users will see that the an additional section for guest access will show on the

Service Zone's login page.

By typing an email address and click login or by clicking Social Media Login
button, approving the terms and condition of free accessing public Wi-Fi, the
guest users will be able to access the network with constraints specified in Guest
Authentication Option profile and the Group profile. MAC address will be

checked to avoid malicious use of free access.

Usernarme

Password

Remember Me

FREE LOGIN

Ernail

Enter your Email account to login for free.

f Sign in with Facebook

Dk Sign in with Google

Device Logout

4.3. External Authentication Options

Most organizations have already established a centralized user account servers.
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Consequently, 4ipnet WHG controllers are equipped with a variety of external
authentication options so as to support account roaming and adapt to existing

network. A simple illustration of using external authentication is shown below.

Login @ Send user credential

/ External Network

An external server

oller @ Auth Reply Allow / Deny

NOTE

1. Please note that having configured the authentication options whether
using built-in or external databases, they will need to be enabled in each

enabled Service Zones individually.

4.3.1. RADIUS

Remote Authentication Dial In User Service (RADIUS) is a networking protocol
that provides centralized Authentication, Authorization, and Accounting (AAA)
management for computers to connect and use a network service. It is also the

most commonly used external authentication mechanism in use today.

Configuration Path: Main Menu >> Users >> External Authentication
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Server No. | 2:5arver 2 E

External RADIUS Server Settings

Group Group 1 |Z|

Local VPN [ Enable Local VPN

802 1X Authentication © Enable @ Disable

Username Format @ Leave Unmodified @ Complete (e.g. user1@postfix) ':'Onl;.-'ID (e.g. userl)

NAS Identifier

NAS Port Type 19| *(Default 18, Range: 0~35)
Accounting Delay Time 0 *(Deafult: 0)

Service Type 1 *(Default: 1, Range: 1-11)
Class

Class-Group Mapping Configure

Server 2 by default is configured to use RADIUS authentication. 4ipnet WHG
controllers support RADIUS authentication, RADIUS class mapping, and
RADIUS transparent login with 802.1X.

Below is the detailed configuration page of RADIUS settings. Attributes of the

Primary RADIUS Server and Secondary RADIUS Server can be configured

depending on service deployment.
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External RADIUS Server Related Settings

802.1X Authentication
Username Format
MNAS Identifier

NAS Port Type
Accounting Delay Time
Service Type

Class

Class-Group Mapping

DM & CoA Settings

Send Acct Interim when users' IP
changes

Failover between RADIUS Servers

Attributes Priority

Retransmission Settings

Primary RADIUS Server

Secondary RADIUS Server

© Enable @ Disable

WHG Controller / HSG Gateway ENGLISH

@ Leave Unmodified ':'Ccmple‘te (e.g. userl@postfiv) O Only ID  (e.g. userl)

19 *(Default 19, Range: 0~35)

o] *(Deafult: 0)

1 *(Default: 1, Range: 1~11)
Configure

This shows the mapping of RADIUS class
Configure

© Enable @ Disable

© Enable @ Disable

Follow Server's Setting -

Standard RADIUS Attributes

Session Timeout 240 Minutes
Idle Timeout 10 Minutes
Acct Interim Interval 15 Minutes

WISPr Viendor Specific Attributes

*{Range: 5-1440 mins)

*({Range: 1-120 mins)

*(Range: 1~120 mins, 0 is disable)

Redirection URL

Billing Class Of Service

Session Terminate on Billing Time

Enable © Disable

Session Terminate Time Never
Bandwidth Setting Group 1
Mumber of Retries 3 *(Default: 3)
Timeout [l *|Default 6)
Authentication Server
Authentication Port *(Default: 1812)
Authentication Secret Key *
Authentication Protocol CHAP ~
Accounting Service @ Enable © Disable
Accounting Server
Accounting Port *(Default: 1813)
Accounting Secret Key %
Authentication Server
Authentication Port
Authentication Secret Key
Authentication Protocol CHAP ~
Accounting Service @ Enable © Disable

Accounting Server
Accounting Port

Accounting Secret Key

*|Domain Name/IP Address)

*(Domain Name/IP Address)

{Domain Name/IP Address)

{Domain Name/IP Address)
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Another important setting field is the Class-Group Mapping on the page. It is
a translation setting which maps RADIUS classes to different groups on the
4ipnet WHG controller, enabling different RADIUS accounts to be incorporated

into different Groups.

4.3.2. POP3

POP3 is a common mail service protocol where e-mail is kept by a certain
Internet server. 4ipnet WHG controllers offer administrator a way of
authentication in which users are granted the Internet service by typing in their

email addresses and passwords stored in the POP3 server.

Configuration Path: Main Menu >> Users >> External Authentication

Server 5 by default is configured to use POP3 authentication. Click on the
Server Name and a detailed configuration page will show up to inquire
necessary settings including POP3 server address, secondary POP3 server

specification etc.

Server No. |5:Server5s B

POP3 Server Settings

Group Group 1 B

Local VPN [Z] Enable Local VPN

Username Format Complete @ Only ID

Primary POP3 Server Settings  Server *(Domain Name/IP Address)
Port *(Default: 110)
SSL Connection [T enable

Secondary POP3 Server

2 Server
Settings

Port

SSL Connection [T Enable
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4.3.3. LDAP

The Lightweight Directory Access Protocol (LDAP) is an application protocol for
accessing and maintaining distributed directory information services over an IP

network.

If you wish to deploy LDAP server for user authentication, proceed for a

complete setup.

Configuration Path: Main Menu >> Users >> External Authentication

Server 4 by default is selected to use LDAP database for user credential check.
Click on the Server Name to enter the detailed setup page of LDAP (a
secondary LDAP server can be designated as a backup server). Furthermore,
LDAP configuration page has an Attribute-Group Mapping page which maps
LDAP attributes to different groups on the 4ipnet WHG controller, enabling

different accounts to be incorporated into different Groups.

Group Group 1 E]
Local VPN [] Enable Local VPN
Primary LDAP Server Settings Server *{Domain Name/IP Address)
Port *(e.g. 385 for LDAP, 636 for LDAPS)
Service Protocol Q@ LDAP () LDAPS () LDAP+StartTLS
Base DN *{e.g. cn=users,dc=domain,dc=com)
Binding Type User Account [ |
Account Attribute @ uID CN
Secondary LDAP Server :
Settings ek
Port
Service Protocol Q@ LDAP ) LDAPS LDAP+StartTLS
Base DN
Binding Type User Account E]
Account Attribute @UuUID ©OCN
Group Mapping Attribute-Group Mapping Configure
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4.3.4. NT Domain

NT Domain option supports Windows Domain databases to perform user

credential authentication.

Configuration Path: Main Menu >> Users >> External Authentication

Server No. |3:5erver3

NT Domain Server Settings

Group Group 1 |Z|
Local VPN Enable Local VPN
NTDomain Server Settings Server *

Transparent Login Enable @ Disable (Windows 2000, 2003 or above)

By default Server 3 is selected to use NT Domain. The administrator is only
required to enter the Domain Controller IP address where the user credentials
are housed. Additionally, if Windows Active Directory is deployed as identity
check for device access, Transparent Login feature may be enabled to grant

access to device and network with a single login action.

4.3.5. SIP

SIP, or the session initiation protocol, is the IETF protocol defined for Voice over
Internet Protocol (VoIP) and other multi-media sessions. 4ipnet WHG
controllers support SIP authentication as well as the use of SIP phones. In
addition to a 4ipnet WHG controller, admin has to set up other devices as to
making successful SIP phone calls. This includes: A valid SIP Registrar, SIP

phones.
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WHG301 as a
Trusted
SIP Proxy Server

SIP Registrar

SIP Seftphone (#505)

(2} Get Authenticated

(3) Call Established

\ Business
IP Phone (#507)

WiFiPhone (#301)

(2) Get Authenticated
{3) Call Established SIP Softphone (#303)

(1) A user is making a call through a SIP-based phone (e.g. #301 --> #303).
(2) The user gets authenticated transparently, if the user is registered in the SIP
Registrar.

(3) The call is established successfully.

Configuration Path: Main Menu >> Users >> External Authentication

By default SIP is not selected as database for any Auth option. Enable SIP from
Authentication Settings in the respective Service Zones. The administrator will
need to enter at least one valid SIP Registrar as the call center to provide call
service; up to four may be specified. Please note that the corresponding Group
profile should have its QoS settings appropriately configured to support voice

applications.
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Authentication Server - SIP

Trusted Registrar IP Address m

4

Please also make sure that the corresponding Service Zone also has ‘Enable

checked in the SIP Interface Configuration in order to function properly.

Authentication Settings

Authentication @ Enable © Disable © Suspend

Access Permission and

el Configure
Authorization
Default Policy Policyl ~
MAC Authentication © Enabled @ Disabled
PPP Authentication © Enabled @ Disabled
SIP Interface Configuration @ Enabled © Disabled

WAN Interface WANL

WISPr Settings Configure

4.3.6. Social Media

Social Media Login allows Wi-Fi users to access internet without going through a
tedious account registration process. 4ipnet WHG-Series Controller supports
three kinds of social media accounts, Facebook, Google+ and Open ID. All

administrators have to do is to apply the corresponding ID and secret.
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ain

Social Media Login

Facebook Login

Facebook App ID

Facebook App Secret

Google+ Sign-in
Google Project Client ID

Google Project Client Secret

Upload JSON data (optional) BERT | RBREERES

OpenlD Login

OpenlD Walled Garden

When a user clicks the button to sign in with social media accounts, he/ she will
be redirected to the social media sites for login and granting permissions. This
configuration page is where how Controller to connect with social media sites.
> Facebook: visit the website at Facebook developers site

(https://developers.facebook.com/) and apply for “Facebook Login” APP to

get the app ID and app secret.
» Google+: visit the website at Google Developers Console

(https://console.developers.google.com/) and apply for “Google+ API” to get

the client ID and secret.
» Open ID: the login path must be traversed and added into OpenID Walled

Garden and the redirection target depends on OpenlID provider.
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Chapter 5. Group Attributes & Policy Rules

All 4ipnet WHG Controller models utilize *Group’ and ‘Policy’ to define user accessibility
and network privileges in order to set constraints on users’ behavior. Since grouping,
policy setting, and service zones are intertwined with one another, this section will
proceed to clarify the concepts of grouping, policy, and their relationship with the

Service Zone, followed by practical setup processes on these three attributes.
5.1 Overview of the Concept

® Group

A Group is a set of users that admin considers they share some extent of similar
characteristics, i.e. role based. For example, in a university, there are students, the
faculty staff, and guests, in general. Therefore an IT staff may set up three Groups
that distinguish these three categories of Internet service users apart by giving these
Group different permissions of Internet accessibility. In the 4ipnet WHG models, there
are eight to twenty-four Group profiles, depending on the model capacity.
On-Demand users, Local users, may be assigned to different Groups per account.
As for those who are authenticated by external servers, 4ipnet WHG controllers also

offer Group assignment per account for RADIUS and LDAP option via Class-Group
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Mapping and Attribute-Group Mapping respectively.

In each Group profile, there are several attributes that can be defined by
administrator:
1. Quality of Service (QoS):
Traffic class choice of Voice, Video, Best effort, and background.
Total uplink and downlink rates shared by all groups members
Individual maximum downlink and uplink rates
2. Privilege Profile:
On-Demand account privilege to enable authenticated users of a certain Group to
generate On-Demand accounts in Controller’s default / template login success
page.
Password change privilege to allow users to change their own passwords
subsequent to a successful login in Controller’s default / template login success
page.
Maximum Concurrent Sessions determines the number of concurrent log-ins
allowed per user.
3. Service Zone accessibility:
The permission to access or deny access to particular Service Zones as well as the

Policy bundled may be configured.

® Policy
Policy, as the term suggests, are profiles of network governing constraints which are

enforced upon users, including firewall rules, login schedule, routing rules and session

allowances. There is a Global policy, which will be applied if a user belongs to a Group
not bound to any Policy. The number of Policy profiles will be model dependent.
Group and Policy profiles are separated for more flexibility. This allows users of the
same Groups to be bound with different Policies according to Group-Service Zone
permission mapping settings the administrator defines. For instance, a user from

group 1 may be imposed by policy 1 in service zone 1, but policy 3 when he goes to
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service zone 3.

® Relationship Between Group, Policy, and Service Zones

..... + Upload/ download limits
----- * Traffic class

----- =(n-demand account privilege

----- + Password change privilege

----- sPredefined and Custom Service Protocols

Fircwall Pﬁ]m}r """ *User Firewall Rules

Specific Route
Profile

Schedule Profile --» Access Control On An Hourly Basis

The first figure displays the relationship between group and policy and the attributes
that can be defined in each category. Admin can define the relationships between
policy, group, and service zone from two points of view- the view of mapping groups

to service zones and the other way around. Please see visual explanation below:

Service Lonel Service Zone 6 ﬁ ﬁ ﬂﬁ ﬁ ﬁ

Plllill‘t 3
Group C B
P"]"'l 4 G F"nlln 4 Palicy 4
rou -
Service Zone 2. [J' Servlm Fone § Pelicy 3
Serviee Lone 3
Palicy 7 "
Service Zone 3 Serviee Lone 4

*Ome service zone can allow many groups to
come in (association) with different policies

enforced on each one
*Admin can impose a group with different

policies in difTerent service zones
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5.2 Practical Setups of Group and Policies

This section demonstrates with screenshots on how to practically set up the groups
and policies on the WMI of the 4ipnet WHG Controller.

® Group Overview

Configuration Path: Main Menu >> Users >> Groups >> Overview

The Group Overview table gives a summary of which Authentication Servers are
used for each corresponding Group. User Groups assigned to a Billing Plan for the

On-Demand Authentication Database are also shown here.

Group Overview

Local
Billing Plan 1
Trial

Group 1 POP3-Server 4
RADIUS-Server 2-Default
LDAP-Server 3-Default
SIP-Server 1

Group 2 Billing Plan 2

Group 3 Billing Plan 3

Group 4 Billing Plan 4

Group 5

Group 6

Group 7

® Group Settings

Configuration Path: Main Menu >> Users >> Groups >> Configuration

The Group Configuration — Group x table is for Policy settings to be defined for the
Group. Multiple Device Login (except for On-Demand) can be enabled here.
The Zone Permission Configuration & Policy Assignment - Group x table

enables admin to determine the relationships between Group, Policy, and Service
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Zones.

Group Configuration

Select Group Group 1 |z|
Group Name Group 1
Remark

Number of devices which are 1
allowed to login

Zone Permission Configuration & Policy Assignment

I

Schedule 1 [~ Schedule 1 [v] Schedule 1 [~ ]
Service Zone : Default Policy 1 |Z| Policy 1 |Z| Policy 1 |Z|
Service Zone - 571 Palicy 1 E Palicy 1 E Palicy 1 E
Service Zone : 572 Policy 1 |Z| Policy 1 |Z| Policy 1 |Z|
Service Zone : 573 Policy 1 E Palicy 1 E Policy 1 E
Service Zone : 5£4 Policy 1 |Z| Policy 1 |Z| Policy 1 |Z|
Service Zone - 575 Palicy 1 |Z| Palicy 1 |Z| Palicy 1 |Z|
Service Zone : 576 Policy 1 |Z| Policy 1 |Z| Policy 1 |Z|
Service Zone : 577 Policy 1 E Palicy 1 E Policy 1 E
Service Zone : 5/8 Policy 1 |Z| Policy 1 |Z| Policy 1 |Z|
Remote VPN Palicy 1 |Z| Palicy 1 |Z| Palicy 1 |Z|

Check the Status checkboxes to allow users of this Group to access the corresponding
Service Zones. To configure from a Service Zone’s perspective please go to Access

Permission and Authorization in Service Zone Settings.
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@ Enable © Disable © Suspend

Access Permission and
Authorization

Configure

Default Policy

MAC Authentication

PPP Authentication
SIP Interface Configuration
WISPr Settings

Authentication Options

\ 4

Policy 1 [+]

set up | es, please g

o
m

© Enabled @ Disabled

entication using MAC address

o

© Enabled @ Disabled

© Enabled @ Disabled

Configure
server 1 LOCAL local @
Server 2 RADIUS radius ®

Group Overview - 571

Group 1
Group 2
Group 3
Group 4
Group 5
Group 6
Group 7
Group 8

Gronn G

® Policy Settings

Policy 1 [~] Policy 1 [ ] Policy 1 [~]
Palicy2 [x] Policy2 [x] Policy2 [x]
Policy 3 [+] Policy 3 [+] Policy 3 [+]
Policy 4 [~] Policy 4[] Policy 4 [~ ]
Palicy5 [x] Policy5 [+] Policy 5 [~]
Policy 5[] Policy 5 [v] Policy 6 [v]
Policy 7 [ =] Policy 7 [+] Policy 7 [+ ]
Palicy 8 [x] Policy 8 [+] Policy 8 [~ ]
@ Prlirv @ [l PAliry @ [l Daliry g Jwl

Configuration Path: Main Menu >> Users >> Policies >> Policy Configuration

1. Select Policy allows administrator to choose which Policy Profile to configure.

2. Firewall Profile is for defining service protocols, user firewall rules, and IPv6 firewall

rules.

3. Privilege Profile configures the On-Demand Account creation, Password change

privileges and Maximum concurrent sessions.
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4. QoS Profile allows administrator to edit traffic configuration.

5. Specific Route Profile is where the administrator may statically assign routing
nodes to forward traffic to a certain destination.

6. IPv6 traffic class and 802.1p mapping (for global policy only) - to map IPv6 traffic
class to 802.1p when IPv6 traffic is being forwarded into VLAN IPv4 networks.

Select one of the policies in the drop-down list and start configuring each attribute by
clicking Configure. After the setting, remember to always click Apply to save the
changes made. Note again that the Global Policy is the policy that applies to all users

in all service zones that is not explicitly governed by a policy profile.

® Schedule

Configuration Path: Main Menu >> Users >> Schedule

The Schedule is the assignment of allowed user login periods from clock time on an
hourly basis. The unchecked time slots imply that user under this policy will be unable

to login under that specific time interval.

Schedule Permitted Login Hours - Profile 1

Select Schedule Schedulel

Schedule Name Schedule 1
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] Log off authenticated users during unauthorized periods

Defined Schedules are then applied in Group Configuration.
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® Grouping Users

A Group is determined by authentication servers, class (RADIUS), attribute (LDAP), or

accounts individually (Local, On-Demand).

Generally a Group is assighed to all users of an authentication option

Users > Authentication > Auth Option > Group

However, there are the following flexibilities:

>

Local accounts may be assigned a Group per account individually upon creation
or from the following path for existing accounts Users > Authentication > Local

> Configure > Local User List > username (There is an Applied Group row for

admin to determine the attribute)

On-Demand accounts may be assigned a Group per account individually upon

creation.

RADIUS users can have users assigned to different Groups based on RADIUS

class. The mapping can be configured at Users > Authentication > RADIUS >

Configure > Class-Group Mapping > Configure

LDAP users can have users assigned to different Groups based on LDAP
attributes, the mapping can be configured at Users > Authentication > LDAP >
Configure > Map LDAP Attributes to Group
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® Policy Priority

Policy can be configured at Group-Service Zone permission mapping and Service Zone
profile.

Authentication Settings

Authentication @ Enable © Disable © Suspend

Access Permission and
Authorization

Q Default Policy Policy1 ~

Configure

MAC Authentication © Enabled @ Disabled
PPP Authentication © Enabled @ Disabled
SIP Interface Configuration © Enabled @ Disabled
WISPr Settings Configure

The Policy enforcement priority is as follows:

Group-Service Zone Mapping > Service Zone default Policy > Global Policy

Therefore, if the administrator does not specify a Group or Policy in the hierarchy of

configurations for a particular user, the system will govern them by Global Policy.
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Chapter 6.Basic Service Zone Configuration

6.1 The Concept of Service Zone

Service Zones are virtual partitions of the physical LAN side of a 4ipnet Controller.
Similar to VLANSs, they can be separately managed and defined, having their own user
landing pages, network interface settings, DHCP servers, authentication options,
policies and security settings, and so on. By associating a unique VLAN Tag (when it is
tag-based) and an SSID with its Service Zone, administrator can flexibly separate the

wired and wireless networks easily.

|
SZ 1 | ST | SZB| SZ 4
——t ===
sz5 | sz6 | sz7 | sz8
| | |

Fhe LAN Side of The Controller

6.2 Service Zone Setup

6.2.1. Tag-based or Port-based Service Zones

4ipnet WHG controllers offer two modes of physical LAN port to service zone mappings,
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namely port-based mode and tag-based mode. Intuitively as the name suggests,
Port-based mode means that each LAN port services one or none Service Zones, so
the maximum number of service zones is equivalent to the number of LAN ports on a

4ipnet WHG controller.

On the contrary, Tag-based service zones are not limited by the number of ports, for
they are specified by the VLAN tag ID pre-defined by the admin, regardless of which
LAN port. A simple concept is displayed in the picture below.

S
o IACS J VLAN ID: 15
‘ +VLAN ID: 15 H“!‘!!V/"/ SSID: Staff

Nl ’,-":::

Service Zone 1

SSID: Staff

A10

As the figure depicts, a staff of a firm is associated with a certain SSID broadcast by
an access point. This SSID belongs to, let’s say, VAP with VLAN ID 15. Therefore the

AP’s traffic when forwarded back to the Controller will be mapped to Service Zone 1

with configurations set for staff access.

Configuration Mapping

Configuration Path: Main Menu >> System >> LAN Ports

Admin can change the type of service zones. There are some grayed-out service zones
because they have been disabled. Therefore, admin should first go to ‘System >

Service Zones > Configure’ to enable the needed service zones.
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LAN Ports

LAN Port Mode * Port-Based Tag-Based

Port - Service Zone Mapping

Defaull ¥ Defaull ¥ Defaull ¥ Defaul ¥ I
5 Default
LAN1T LAMNZ LAN3

Qapy O

| Disabled |

-

If the setting is change to Tag-based, the correspondence of service zones and ports
will be grayed out. Each Service Zone will need to be assigned a unique VLAN ID,

ranging from 1 to 4096.

LAN Ports

LAN Port Mode Port-Based @ Tag-Based

Port - Service Zone Mapping

OO

Note that the Default Service Zone is desighed to be tag-less to manage Local Access

Points and process untagged traffic.
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6.2.2. NAT Mode or Router Mode

Configuration Path: Main Menu >> System >> Service Zones >> Configure

NAT is the acronym for Network Address Translation which translates private IP
addresses for devices on the LAN side of a controller to routable IP before forwarding
into uplink network. Private IP addresses are invisible to devices or routers on the
WAN side of the controller, only the controller deploying the NAT knows their
corresponding translation. This mode not only protects users on the LAN from being

‘seen’ by external devices but also solves the problem of limited public IP’s.

Router mode as the name suggests, is a network operating without address
translation in and out of the Controller. Router mode is selected when using public IP
or under circumstances where the downstream devices requires a routable IP address

to upstream routers.

6.2.3. Service Zone Network Interface

Configuration Path: Main Menu >> System >> Service Zones >> Configure

IP address will act as the Controller IP to a user connected to this Service Zone.

Subnet mask defines the size of your Service Zone network and defines the range of
IP’s allowed to access this Service Zone. To allow users using addresses that are out of
range, enter the IP’s in the Network Alias List and check Enable. Always remember

to click Apply upon completion.

There are 3 isolation options when the system is set to Tag-based mode: Inter-VLAN

Isolation, Clients Isolation, and None.

o Inter-VLAN Isolation: 2 clients within the same VLAN will not see each other
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when coming in from different ports. Note that Isolation is done when traffic
passes through the gateway. When a switch or AP is being deployed, Station
Isolation has to be enabled on the AP/switch.

o Clients Isolation: All clients on the same Layer 2 network are isolated from one
another in this Service Zone.

o None: No isolation will be applied to clients in this Service Zone.

Note that when “None” is selected, a switch port connecting to the LAN port of the
WHG may be shut down if the switch has loop protection enabled and there are more

than 2 VLANs belong to one Service Zone.

6.2.4. DHCP Server options

Configuration Path: Main Menu >> System >> Service Zones >> Configure

Dynamic Host Configuration Protocol (DHCP) is a network protocol that enables a
server to automatically assign an IP address to a computer from a defined range of
numbers (i.e., a scope) configured for a given network. 4ipnet WHG Controllers
supports independent DHCP settings for each Service Zone profile. Options include
Disable DHCP option, Enable built-in DHCP server or DHCP Relay.

DHCP | Enable DHCP Server [w|

DHCP Server Configuration for Service Zone Default

EM DHCP Scope | StartIP Address | End IP Address | Preferred DNS Server | Alternate DNS Server Lease Time (mins) m Disregard Client's Name

Scope 1 192.168.1.1 * |192.168.1.100 | * 192.168.1.254 | * domain.com ) Enable @ Disable

Scope 2 L) 2, 5 1440 @ Enable @ Disable

3 Scope 3 5 2 e 1440 © Enable @ Disable

Scope 4 ' 5 2 1440 @© Enable @ Disable

Scope 5 4 2 b 1440 @ Enable @ Disable

o o

6 Scope 6 kel 3 5 1440 @ Enable @ Disable

Reserved IP Address List Configure

DHCP Lease Protection © Enable @ Disable
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1. DHCP Server Configuration — The default setting for DHCP Server is “Enable”.
Select other options from the drop-down list.

2. Define the IP range for issuing when using Enable DHCP Server (built-in). There are
a total of six DHCP pools for configuration.

3. DHCP Lease Time at each pool cannot be smaller than the twice value of Idle
Timeout.

4. Reserving IP addresses — A configuration list for reserving certain IP’s within the
DHCP Server IP range for specific devices, for example an internal file server.

5. DHCP lease protection — This is an optional checking mechanism on the Controller
when Enabled, will check to see if the lease expired IP is currently online. If yes, the
Controller will halt the issuing of this IP address until the user session terminates.

6. Click “Apply” to activate changes.

6.2.5. Authentication Options

Configuration Path: Main Menu >> System >> Service Zones >> Configure

Once the administrator has properly configured the authentication servers under the
Main Menu, each Service Zone can select the authentication option preferred to

downstream clients for login. Note that Authentication is always enabled by default.
1. Databases

Administrator can designate configured auth servers for use. Postfix will be used as

auth server identifier when more than one auth server is enabled for service.
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Server 1 LOCAL local
Server 2 RADIUS radius
Server 3 NTDOMAIN ntdomain
Server 4 LDAP Idap
Server 5 POPZ pop3
On-Demand OMDEMAMD ondemand
SIP sip MAA
Guest FREE M

2. Portal URL
The specification of a desired landing page may be configured here. When enabled,

the administrator can choose to set the URL of an opened browser after users’ initial

login.

Authentication Settings

Authentication Enable '® Disable Suspend

Access Permission and

i Configure
Authorization
Default Policy Policy1 ¥
Portal URL ® Specific QOriginal Nane

Rttp:/fwww go0gle.com i
MAC Authentication Enabled ® Disabled
PPP Authentication Enabled '® Disabled
SIP Interface Configuration Enabled '® Disabled
WISPr Settings Configure
Authentication Options
p T N T T
Server 1 LOCAL local

3. MAC address authentication
RADIUS MAC authentication feature once enabled, if the connected device has its MAC
address entered in the configured RADIUS Server, the Controller will automatically

authenticate and grant access immediately if authentication succeeds. Users will
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experience transparent login.

Authentication Settings

Authentication Enable '® Disable Suspend

Access Permission and

daeaine Configure
Authorization
Default Policy Policy1 ¥
Portal URL * Specific Criginal None

htep:/fivww.google com

MAC Authentication Enabled '® Disabled
PPP Authentication Enabled '® Disabled
SIP Interface Configuration Enabled '® Disabled
WISPr Settings Configure
Server 1 LOCAL local O td

4. PPP dial-up authentication

Point-to-Point Protocol (PPP) is a data link protocol commonly used in establishing a
direct connection between two networking nodes. When this feature is enabled for
service, end users may configure a dial-up connection setting with a valid username
and password (support only Local and RADIUS users). Once the dial-up connection
has been established, the user would have been authenticated successfully without
further UAM login.
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Authentication Settings

Authentication @ Enable © Disable © Suspend
Access Permission and )

SiEnT Configure
Authorization
Default Policy Policyl =~
MAC Authentication @ Enabled © Disabled

MAC Auth Server Server 2(radius} -

PPP Authentication ©@ Enabled ©' Disabled

Assign IP Address From 172.50.0.1

Authentication Options

Local LOCAL local

Server 2 RADIUS radius =

The IP Address Range Assignment field configures the starting IP range which PPP
can assign IP addresses to dial-up virtual interfaces. The assigned interface IP address

is used to route between the networks on both side of the tunnel.

6.2.6. Portal Customization

Configuration Path: Main Menu >> System >> Service Zones >> Configure

Each Service Zone can be configured to have unique Login Pages or Message Pages.
There are 3 types of Login Pages: The General Login Page, PLM Open Type Login Page
(for Port Location Mapping free access), and PMS Billing Plan Selection Page. A Service
Disclaimer page can be enabled if required. These pages are fully customizable to give
administrators complete flexibility. Message Pages can also be customized and
message pages include: Login Success Pages, Login Success Page for On-Demand
Users, Login Fail Page, Device Logout Page, Logout Success Page, Logout Failed Page,

and Online Device List.
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Login Page Customization

9@ dipnet Default ' Customize with Template = Upload Your Own ) Use External Page
Service Disclaimer Default
General Login Page Default Enable Disclaimer ©
X 2 Preview
PLM Open Type Login Page Default
PMS Billing Plan Selection Page Default

Q Apply Q Cancel

Theme for Template

Button Color o 51 NG 5] N1 |

Upload Logo Browses:: | Mo file selected.

Mo File

There are three customization options to choose from apart from the 4ipnet Default

Page: Customize with Template, Upload Your Own, and Use External Page.

4ipnet Default: The gateway has a standard 4ipnet Default Login Page with the 4ipnet

logo and Administrators can choose to enable a Service Disclaimer if needed.

Customize with Template: For this option, a template is prepared for the
administrator's easy customization. The general layout has been set for the
administrator but the contents can be customized to his preference. A color theme and
a logo can be uploaded, and contents field such as Service Disclaimer, text colors can

entered within the template presentation layout.

Upload Your Own: The Administrator has the option to upload a html file as the Login
Page. The "Download HTML Sample File" gives administrators a sample HTML code to
edit from. Once this sample HTML code is downloaded, open the file with any browser,
right click and select "View Page Source". You may edit the HTML code with any text

editor as long as the file is saved in .html format.
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Use External Page: The Login Page can be a defined external URL. This option requires
extensive knowledge of URL parameter utilization that works together with the
Message Pages and should be organized carefully. For more details on External Login
Page customization, please refer to Appendix C of the User Manual.

For a Preview of the custom page, click “"Apply” followed by the “Preview” button.

Similarly, the four options are available for Message Pages.

Message Page Customization

@ dipnet Default ) Customize with Template ©) Upload Your Own ) Use External Page
Login Success Page Default

Login Success Page Default Preview
For On-Demand Users

Login Failed Page Default
Device Logout Page Default
Logout Success Page Default
Logout Failed Page Default
Online Device List Default

Q Apply 0 Cancel
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Chapter 7.Basic AP Management (WHG Only)

7.1. Introduction

Management of access points are always of vital importance for a network
administrator. Thus 4ipnet delivers a simple, straightforward set of management tools
to help you achieve it. Generally, we suggest a centralized network with a controller in
charge of access points both on the WAN side and the LAN side. We call the WAN-side
AP management ‘Wide Area AP Management,’ due to its scalability across the
Internet or intranet, and the LAN-side AP management ‘Local Area AP

Management.’ Below illustrates the concept of these two types of management.

The Branch Office The central Office
Can only use Wide Can use Local or Wide
Area AP management Area AP management

[Illustration of Wide Area and Local AP Management]

4ipnet WHG models have different manageability with 4ipnet access points, i.e.,

admin should make sure what AP models your 4ipnet WHG controller supports.
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Manageable 4ipnet Access Points for Local AP Management may be checked at:

Main Menu >> Devices >> Local Area AP Management >> Overview.

AP Type List
e e e W W e
EAP110 o o] o 1]
EAP210 0 o o 1]
EAP220 0 o o 1]
EAP260 o 1] 1] 1]
EAP320 o 1] o 1]
EAP70O o 1] o 1]
EAPTO o 1] 1] 1]
EARPT17 o 1] i} 1]
EARTAT o 1] i} 1]
EAPTS0 o 1] o 1]
EAPTS7 0 ] o o
EAPTEO 1] 1] o 1]
EAP7G7 o 0 0 o
QWL400 o 1] o 1]
OwWL410 o 1] o 1]
QWLS00 o 1] o 1]
OWL530 o 1] 1] 1]
OWLE20 o 1] o 1]
OWLE30 o 1] o 1]

Manageable 4ipnet Access Points for Wide Area AP Management may be checked at:

Main Menu >> Devices >> Wide Area AP Management >> QOverview.
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AP List
Type All v
Status All 'S
Tunnel
Name V| | | Search

Refresh Interval | 120 seconds | Refresh

Add | Delete | AddtoMap | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

n-mnmmmmmmm

Systen Overview
O EAP110 selenium_0  198.65.5.0 Cverview N/A yne 0 Edit - N/A
Sy Go
- Systemn Overview
O EAPT06 selenium_9  198.65.5.9 Qwverview N/A :“__J._:( 0 Edit = N/A

Individual AP configuration is very time consuming and impractical when it comes to

large scale AP deployments.

Under Local Area AP Management, there are up to 8 templates available for each AP
model containing configuration attributes primarily on wireless band, data rate,
transmit power, data rate, etc. They may be applied to manage APs automatically or

manually, avoiding the process of tedious one by one AP configuration.

Under Wide Area AP Management, there also are templates for the administrator to

configure AP by central management.

This chapter further explores how a wireless network environment can be set up in
terms of AP management, explaining the aspects such AP discovery & Adding, general
AP settings, and so on. It is noteworthy that this section only deals with a clear setting
process of various common AP management settings, not advanced ones, for instance,
‘rogue AP detection’ or ‘AP load balancing.” The higher-level applications are

introduced in the reference guide.
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NOTE

1. Before the adding of AP’s to any service zone, admin should set up a general
wireless environment for the zone in advance, which will be only be applied to
Locally managed APs.

2. Each AP will also be assigned one distinctive IP address once under management.
In the tag-based mode, the AP addresses are given by the DHCP server in the
default service zone; while in the port-based one, an AP will be allocated an IP

address by the DHCP server in its affiliated service zone.

7.2 Local Area AP Management

Configuration path: Main Menu >> Devices >> Local Area AP Management

This section handles the management of access points on the LAN side of your 4ipnet
WHG controller. It starts with a methodology of adding access points to the AP
management list of a controller, all the way to the utilities that can be applied on the

controller to its managed AP’s.

7.2.1 AP lList

Configuration path: Main Menu >> Devices >> Local Area AP Management >> AP List

All of the supported APs under management of the system will be shown in the list.

Check the checkbox for the desired AP Types and click "Apply" to display on the AP List.
A search can be performed based on AP Name, IP Address, MAC Address, and Channel
by selecting from the drop-down list. The AP's name will be shown as a hyperlink. Click
the hyperlink of each managed AP to further configure (General Setting, LAN Setting,
Wireless LAN, Layer 2 Firewall) the AP. Click the hyperlink of the shown Status of each
managed AP for detailed status information of the AP (System Status, Service Zone

Status, Wireless Status, Access Control Status, and Associated Client Status).
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Main » Device Management » Local Area AP Management » AP List

AP List
AP Type vl Al
' EAP110 | EAPZ210 4 EAPZ220 v EAP260 4 EAP320 v EAP330
) EAP430 | EAP700 i EAPTO1 e EAP705 i EAP706 e EAPT717
Ld EAPT27 Ld EAPT4T Ld EAP750 Ld EAP7S7 Ld EAPT60 Ld EAP7E7
#  OWL400 OWL410 #  OWL500 ¥ OWL530 |  OWL620 v  OWLB30
#| Others Apply
Add | Reboot | Enable | Disable | Delete Refresh Interval | Disable Auto Refresh ¥ | Refresh
Apply Template Reset To Default Apply By Service Zone AP Name v Search (Total: 2)
R
RF Card A RF Card B
192.168.1.123 Offl 00:11:22:33:44:55 N/A T NFA
. Default /0 / AipnetP-A1 Default/ 0/ AipnecAP-B1 ne oo
test2 0 toziemiias [ CArdA RFCard® Offline  00-11:2233:44:66  N/A / N/A

Default/ 0 / d4ipnetdP-A1 Default/ 0/ dipnetAP-B1

Administrators may filter the AP List by selecting the desired AP Models. Check the AP
Models under AP Type and click “"Apply” to apply the filter.

To add an AP or multiple APs, click the “"Add” button. This is elaborated in Section 7.2.2
AP Adding and Discovery.

Options such as Enabling or Disabling an AP, applying Templates and Service Zones
can be done by checking the checkboxes on the left of the AP List and clicking the

respective buttons. Details on AP Templates configuration are elaborated in Section
7.2.3 Templates Configuration. For monitoring, there is a refresh interval option to

allow administrator realize what the exact status of each managed AP.

Note that not all firmware versions are fully compatible with WHG’s AP Management

feature. Check for compatibility under the “Status” column.

7.2.2 AP Adding and Configuration Applying

Configuration path: Main Menu >> Devices >> Local Area AP Management >> AP List
>> Add

88



Jipnet

User’s Manual

WHG Controller / HSG Gateway ENGLISH

Once all AP’s are properly connected, admin can then start adding them to the
management list. This can be accomplished by clicking “Add” above the AP List. APs
can be added individually or in batches. This is determined by the “"Add Method”;
Select “"Add AP” from the drop-down list to add APs individually, or select “Find Multiple
APs” to add in batches.

To add an AP, specify an AP Name and enter its IP and MAC address. These rows with
red asterisks are mandatory information that needs to be provided. After filling in all
the fields, click Apply at the bottom of the page to add the AP (to add an AP, it doesn’t

necessarily have to be online). Check the AP List to confirm the adding.

Add Method |Add AP [~

Add An AP

AP Type EAP110 E
AP Name

Admin Password admin

IP Address

MAC Address

Apply AP Template TEMPLATET E

Channel 6 E

To Add APs in batches, the admin scans an IP address range and collectively discover

the AP’s of the same type, either by

1. ‘Factory Default’ scanning - used if the administrator has not changed any of the
configuration on their AP’s. And there is no need to fill in any fields. Just click Scan
Now

2. ‘Manual’ scanning- used if the IP addresses of the AP’s have been changed to those
other than 192.168.1.1. Type in the range of the IP addresses you would like to
scan through and click Scan Now.
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Find Multiple APs

AP Type
Service Zone

Admin Settings Used to Discover (O Factory Default
® Manual

IP Address: [192.168.1.1 | ~ [192.168.1.1
Login ID: admin

Password: |adrnin ‘

Scan Now

The Discovery Results Table will then display all the AP’s found currently alive. After
finding the AP, admin can further set up the template to be applied and the operating

channel, and furthermore put the AP under a specific service zone you have enabled.

NOTE

1. It might take some time for the controller to discover AP’s. Please wait for a
moment until the AP you are scanning for is displayed on the Discovery Results
list.

2. Note that the Background above the discovery list could be enabled to scan the
wireless environment every fixed period of time based on admin’s setting. Click

Configure to set up the function.

Subsequent modifications to AP configurations are possible via the hyperlink under
the AP Name. Click one of the AP Names to access its settings page, including General
Settings, LAN Interface Settings and Wireless Interface Settings.

There is also a row of buttons indicating Reboot, Enable, Disable, Delete, Apply
template, Apply by Service Zone, and Reset to Default, which are quite intuitive
in terms of the names for changing the content of the AP list. Choose one or more AP’s

in advance and perform one of the functions.
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Applying template is designed for initializing the AP configuration such as
fundamental wireless parameters which administrators have already prepared in
advance. 4ipnet’s Local Area AP Management function provides another option for
applying settings, namely the Applying by Service Zone feature, whenever
administrators would like to revise VAP configuration such as SSID name and wireless
security pre-shared keys after a period of practical usage. Simply confirm whether a

VAP is mapped to the selected Service Zone.

Apply Template Apply by Service Zone

Service Zone Default v

SSID SSIDO
LAPM767 ¥ Apply Cance;

Encryption WEP v
Template: LAPM767 Key Length 128 bits ¥
Kev Format

Band 802.11g+802.11n / 802.113+802.11n
Subnet Mask  255.255.0.0

Gateway 192.168.1.254

f the Band of the template cannot match current Channe

7.2.3 Templates Configuration

Configuration path: Main Menu >> Devices >> Local Area AP Management >>

Templates

As said in the introduction, admin is capable of utilizing AP configuration templates to
eliminate tedious AP configuration tasks one by one. Click Configure for more
detailed settings, such as the subnet mask and the default gateway. Up to eight
templates can be saved for each AP model. Click the “"Add Template” button to
increase templates and click the “Edit” icon represented under the Action column to

edit configurations.
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AP Template

AP Model EAP110 E Add Template

et e S

TEMPLATE1 NOME Template 1

TEMPLATE2 NONE E Template 2 7 X

General Settings such as the Default Gateway of the AP and etc. are configured here.

Wireless Settings and applicable Service Zones/SSIDs are also configurable here.

Wireless
Band 802.11g+802.11n [~
Short Guard Interval Enabled IZ|
Channel Width 20MHz  [+]
Data Rate Auto |Z|
Short Preamble Enabled |E|
Transmit Power Auto |Z|
Beacon Interval (ms) 100 (Default: 100; Range: 100 ~ 500)

VAP Configuration

VAP-1 Default Default MNOME
“oN [} WAP-2 0 Default Default NONE f X

Add VAP

The SSID and Wireless Security can be specified per Service Zone. Depending on
deployment needs, access filtering may be imposed on individual Service Zone's
managed AP devices. The Wireless Settings section under the VAP Configuration list

allows the specification of wireless settings including Access Control list.
For each Service Zone, administrators can set up the wireless security profile,

including Authentication and Encryption. The options available are Open System,
Share Key, WPA, WPA2 or WPA/WPA2 Mixed.
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WEP: When Authentication is Open System or Share Key, WEP will be enabled.
WPA: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be the options of
WPA. For WPA-PSK, Passphrase or HEX can be selected.

WPA2: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be the options of
WPA. For WPA-PSK, Passphrase or HEX can be selected.

WPA/WPA2 Mixed: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be
the options of WPA. For WPA-PSK, Passphrase or HEX can be selected.

The MAC address field is for admin to type in the MAC addresses you would like to
deny or allow. Status ‘Denied’ implies that you are configuring a black list. ‘Allowed’
implies that you are configuring a white list. ‘Disable’ implies that no access filtering is

imposed regardless of the MAC entries configured below.

Status MAC Address The Action taken by the controller

Disabled Controller does not enforce any MAC ACL on

APs of this Service Zone

Allowed Enabled AP only allows devices with these addresses
to associate with the APs of this Service

Zone

Allowed Disabled AP does not allow devices with these
addresses to associate with the APs of this

Service Zone

Denied Disabled It allows devices with these addresses to

associate with the APs of this Service Zone

Denied Enabled AP does not allow devices with these

addresses to associate with the APs of this
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Service Zone

7.2.4. AP Firmware Management

Firmware upgrade matters because much of the software enhancements are released
periodically for enhanced standards / features. 4ipnet offers an easy firmware
upgrade process from the controller’'s AP management interface, allowing the

administrator to upgrade multiple AP devices at once.

SYSTEM USERS ACCESS POINTS NETWORK UTILITIES STATUS
LomnEn Main = Access Points > Local Area AP Management > Firmware
AP List
Templates AP Firmware List
Upgrade
WDS Manag Add... | Delete
= O T T
AP Load Balancing

1. First add a firmware and select the firmware file at Devices >> Local Area AP

Management >> Firmware and click Upload next to the row to store the AP

firmware within the Controller.

2. Upgrade the necessary AP’s by going to Devices >> Local Area AP Management >>

Upgrade, select the AP’s you would like to import the version to. When done with
the selection, click Upgrade at the bottom of the page.

NOTE

1. Please read through the release note of each AP firmware release to avoid any

unexpected outcome.

7.2.5 WDS Links

Configuration path: Main Menu >> Devices >> Local Area AP Management >> WDS
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Management

WDS is the acronym for Wireless Distribution System, a function for extending the

wireless coverage of the network with additional APs.

Internet

[A simple concept diagram illustrating WDS connection]

The WDS management function helps administrators plan and setup a "Tree"

structure of WDS network with managed APs.
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WDS Connection Settings - Settings for a new WDS tree

Channel 1 -
Security Type None -
0 Apply 0 Cancel
WDS Status

Refresh Interval Disable Auto Refresh -

No current WDS connection.

WDS Update
Delete WDS Link Delete
Add WDS Connection Mew Parent AP Mew Child AP Add
Move WDS Connection Update Parent AP Update Child AP Move

WDS Connection Settings: Determine the Channel and Security Type for the APs
deployed in the WDS network tree.

WDS Status: Shows the added APs in the WDS Tree with Security and Channel
settings. More than one WDS Tree can be set up in your network. Click "Edit" to
change the WDS connection settings for the associated WDS Tree. This list can be set

to refresh automatically at fixed intervals (10s, 20s, 30s, 40s, 50s, 60s).

WDS Update: To add a nhew WDS connection, select New Parent AP and New Child AP
from the respective drop-down list and click "Add". Note that a new WDS Tree will be
added if the selected Parent AP is not in any of the current WDS Trees. To update the
current WDS tree, select Update Parent AP and Update Child AP from the respective
drop-down list and click "Move". Note that the link to the original parent AP of the

selected Update Child AP will be removed. To delete a WDS link, select the AP from the

drop-down list and click "Delete". Note that all WDS connections of the selected AP will
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be deleted including the WDS connections to its Child APs, and the Child APs without

wired connection will become unreachable.

7.2.6 Rogue AP Scanning

Rogue AP detection is another essential way of protecting your network environment.
Local AP Management supports the detection of non-authorized access points present
in the vicinity.

Non-authorized access points pose a possible problem in terms of wireless

interference. Go to Main Menu >> Devices >> Enter Local Area AP Management >>

Rogue AP Detection to set up the function. Admin should determine the scanning

interval, select an AP for the scanning job as sensors, and add AP’s shown in the
suspected rogue AP list to the trusted list for further management if it can be manually

identified as a safe source.

General Configuration

Rogue AP Detection © Enable @ Disable Apply
Scanning Interval 0 | minutes

Sensor List 0/0 Configure
Trusted APs 0440 Configure

Rogue AP List

Add to Trusted AP List | Delete ESSID E Search

[ v | momenosin | rs5 | e | et | oeopuon | 55 |_iepontme

(Total:0) First Prev Next Last Goto Page E (Page:1/1) Row per Page: | 10 El

Discovered access points are temporarily put in the Rogue AP list. Click one of the
hyperlinked BSSID’s to see its detailed information. However, if admin recognized
some of the listed APs as trusted, just check the checkboxes before the BSSID column
and then click Add to Trusted AP List. This action will be recorded in the Trusted AP

Configuration.
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7.2.7 AP Load Balancing Feature

This is a function that prevents managed APs from overloading. When the system
detects the occurrence of APs' associated-client numbers exceeding a predefined
threshold at circumstances and other APs in the same group are still below the
threshold, the balancing function will be activated to decrease the overloading APs'
transmit power and increase other available APs' transmit power; this will let other
available APs have more chance to be associated. The system can divide the managed
APs into groups; define the group threshold, and a time interval which will trigger the

AP load balancing.

Local Area AP Management feature also supports the grouping of various managed
APs and perform transmit power management to spread the network load as evenly as

possible among APs of the same group.

The administrator can specify the criteria under which AP load balancing feature will
be enforced. The attributes that can be customized for creating your own load
balancing initiation criteria includes the enforcement interval and the associated client
threshold.

LAPM Load Balancing

Load Balancing © Enable @ Disable  Apply
Balance Interval o] minute(s)
Cluster 0/3 Configure

Device List

Addto Neme <~  Apply AP Type EAP747 - List

a || omvestane | ki | s poverove | cions | 1oo [

The grouping of AP devices can be done on the Device List page.
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7.3 Wide Area AP Management

Configuration path: Main Menu >> Devices >> Wide Area AP Management

This section goes on to explain how to centrally manage the access points on the WAN
from a 4ipnet WHG controller. It is worth noting that WAN-side AP’s are supposed to

have public IP addresses that are routable on the Internet.

Main Benefits of Wide Area AP Management:
> Cross Layer 3 IP network management
> Centralized traffic forwarding for distributed remote AP sites.
> Graphical Map utility for easy reference and deployment planning.
>  Traffic transmit statistics for 3™ party AP devices.

> CAPWAP support, complete tunnel and split tunnel.

An Overview of Wide Area Managed Access Points is available on the AP List.
Configuration path: Main Menu >> Access Points >> Wide Area AP Management >>

AP List
AP List

Type All r

Status All v

Tunnel MNone v
MName ¥ Search

Refresh Interval | 120 seconds ¥ | Refresh

Add Delete | AddtoMap | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

I S N e e e e

(Total 0) peFirst «Prev Next=# Last#! Goto Page|1 ¥ Row per Page| 20 ¥

NOTE

1. Wide Area AP Management can be used to manage APs physically deployed on the
WAN side and LAN side of the controller.
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7.3.1. Adding an Access Point

Configuration path: Main Menu >> Access Points >> Wide Area AP Management >>
AP List >> Add

The Adding page allows administrator to directly add a single Access Point to the
management list regardless of its Status. Simply configure the device’s IP address,

name and login credentials, set a SNMP community string and click the Apply button.

Add Method | Add an AP ¥

Add an AP
Device Type EAPT27 v
Device IP
Device Name
Login ID admin
Password admin
SNMP Community public
SNMP Write Community private

7.3.2. AP Discovery to find Multiple Access Points

Configuration path: Main Menu >> Access Points >> Wide Area AP Management >>
AP List >> Add

With the AP Discovery feature, administrator can scan for APs regardless of their
physical location as long as their IP addresses can be reached. An IP scanning range
may be configured. Select the target Device Type, define the scan IP range and Admin
Settings, then click “Discover”. After the discovery process, newly found AP’s will be
listed under Device Results where the administrator can specify the individual APs
Device Name and SNMP Community string. Select and click the Add button and the

discovered APs will be added into List.
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Discovery AP

Discover

Device Type EAP320 ~

Admin Settings Used to Discover  Start IP Address 4
End IP Address
Login ID admin .

Password admin %

Device Results

Add | Delete

n Device Type IP Address SNMP Community

7.3.3 AP Configuration with Templates
Configuration with templates is supported on selected models for Wide Area AP

Management.

Configuration path: Main Menu >> Devices >> Wide Area AP Management >>

Template

Main » Access Points » Wide Area AP Management : Template

Template AP Setting

Select Template Template1 ¥
Country Code UsA ¥
General Settings Configure
VAP Configuration Configure
Security Settings Configure
Advanced Wireless Settings Configure
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Up to 3 Templates are available and all functions configurable for wireless on the

access point can be configured from the template.

General Settings on the Access Point include basic wireless settings such as the
Band, Channel, Transmit Power, Transmit Rates and etc. VAP Settings allows the
administrator to enable/disable a VAP, designate an ESSID, and assign VLAN ID with/
without corresponding tunnel if needed. Configure Security Settings, such as WEP,
802.1X, WPA-Personal, WPA-Enterprise if needed. Advanced Wireless Settings
allows the administrator to fine-tune performance and efficiency on the Access Points

to maintain good wireless connection quality for associated clients.

7.3.4 AP auto Discovery and Configuration using CAPWAP

CAPWAP is a standard interoperable protocol that enables a WHG Controller to
manage a collection of wireless access points. Two tunneling options are available:

complete tunnel and split tunnel.

Internet

CAPWAP UDP Tunnel

Controller WAN
Public IP address
101311071

p AP#2
4. Private IP address
111.11.1.30

APH
Private IP address
192.168.10.1

SSID: SZ1-VLANT111

— — SSID: SZ2-VLAN2222
_—
—
_— O
— 172.21.0.1 —
— 172.22.0.2
172.21.0.0/16 172.22.0.0/16  —
P Service Zone: SZ1

Service Zone: SZ1 Service Zone: SZ2 b

(VLAN Tag:1111) (VLAN Tag:2222) {VLAN Tag:1111) Service Zone: S72
(VLAN Tag:2222)

Central Office Remote Office

Complete Tunnel uses the CAPWAP protocol to communicate with an Access Point so
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that all management traffic, authentication traffic and data traffic from the service
area AP provided are transmitted back to the Controller, before forwarding data traffic
to the internet. The WHG Controller is able to implement role-based policies over
Layer 3 networks, with user access control available in the remote sites. This feature
allows the 4ipnet WHG Controller to fully support centralized AP management and

user management.

Internet

&

== Management Traffic

<

mm Data Traffic
—
== Authentication Traffic
]
For Split tunnel, only user authentication related traffic will be directed back to the
controller. For authenticated users, data traffic will go to the Internet through the local
network directly. The user data can be transmitted with a shorter path and the

network load of the controller can also be reduced.

== Data Traffic

== Management Traffic
== Authentication Traffic

mm1 Accounting Traffic
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Configuration Steps:

1. On the 4ipnet controller: Enable CAPWAP from Main Menu >> Devices >> Wide
Area AP Management >> CAPWAP

2. Make sure that the Controllers” CAPWAP settings uses a security certificate that is
issued by the same CA. For information on Certificate management on the
controller please refer to the subsequent chapter in this guide.

Main

CAPWAP Configuration

CAPWAP Status ® Enable Disable

Apply Certificate to APs DEFAULT v

Trusted Certificate Authority(CA) DEFAULT ¥

IP Address For Control Channel 100.64.145.254

IP Netmask For Control Channel 2552652550 (253) v
Control Channel IP Range 100.64.144.1 ~ 100.64.145.253

Q Apply Q Cancel

3. Upload the necessary security certificate into the AP in order for the Controller to

validate CAPWAP discovery and join requests.

4. Configure the CAPWAP template from VAP Settings in the Template. VAP traffic
may be selected to be tunneled back to the controller’s enabled SZ profile. There
are three types of tunnel interfaces. Disabled doesn’t establish any tunnel,
Complete Tunnel creates the tunnel that transfers all data back to the Controller,
while Split Tunnel collects only management traffic and authentication traffic
back for the Controller. Only the latter two tunnel interface require the

administrator to select mapping Service Zones for each VAP.
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Main » Device Management : Wide Area AP Management : Template » VAP Configuration

VAP Configuration - Template1

Profile Mame RF Card A-VAP-1 ¥

VAP Dlsal:le

Profile Name Guest

ESSID Guest

Uplink Bandwidth 0 Kbits/s *(1-1048576, 0:Disable)
Downlink Bandwidth 0 Kbits/s *(1-1048576, 0:Disable)

VLAN 1D D|5a|:|e

VLAN 1D|1000 *(1-4004)

Uplink 802.1p Best Effort (BE) ¥

Downlink 802.1p AC Mapping Background (BK)| Best Effort ¥
Best Effort (BE) | Best Effort ¥
Excellent Effort (EE)| BestEffort ¥
Critial Applications (CA)| Best Effort ¥
Video (V1) | Best Effort ¥
Voice (VO) | BestEffort ¥
Internetwork Control (IC) | Best Effort ¥

Metwork Control (NC) | Best Effort ¥

CAPWAP Tunnel Interface | Split Tunnel v |
- Disabled
Complete Tunnel
Split Tunnel

0 Apply 0 Cancel

5. On the AP side: Enable the CAPWAP function from System >> CAPWAP, where the

administrator will see several discovery methods to be activated, namely:

(1) DNS SRV Discovery
This type of discovery utilizes a DNS server to complete the discovery method.
Through the DNS SRV record acquired, the AP will recognize the Controller to send
CAPWAP join request.
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(2) DHCP Option Discovery
Administrator should enable the CAPWAP feature and the DHCP server of the
controller in order for the AP to get an IP address that is in the same subnet of that

of the 4ipnet WHG controller it is trying to connect.

(3) Broadcast Discovery
The AP sends broadcast requests to all the IP addresses in a subnet. 4ipnet WHG
controllers, and other gateways mostly, do not allow broadcasts to go over subnets.
Make sure the controller is in the same subnet as the AP when you enable the

function.

(4) Multicast Discovery
Multicast discovery works by sending a multicast discover packet to the network in
hopes of the correct controller responding to it. This function should go with a
proper setup on the routing paths of the AP. Please make sure you enable it with

the related settings in place.

(5) Static Discovery
Static discovery is the most recommended discovery method since it is intuitive to
implement without any pre-settings to complete in advance. Simply enable the
function and type in the IP address of the 4ipnet WHG controller you want this AP
to join to.

Successful CAPWAP joining will lead to the AP being listed in the managed AP list, as
illustrated below:

CAPWAP column will display a ‘RUN’ status, and the tunnel status will show a clickable

‘edit’ button in black if a VAP is configured to be tunneled back to the controller.
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AP List
Type All r
Status All v
Tunnel MNone v
MName ¥ Search

Refresh Interval | 120 seconds T | Refresh

Add | Delete | AddtoMap | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

I I O T e T e e

EAPTS7 EAPT67_TW 1722011003 00:1F-D4:04:74:0F O 0 onl 0 system Overview ¥
U 767_TW .201.100. -1F:D4:04:74: verview nline (

System Qverview ¥

EAP767 Enterprise_Acc Point_-_EAP767 10.131.3.100 00:1F:D4:AB:82:0C O i 2 Onli 0
(] nterprise_Access_Point_-_EAPTE7 Verview nline

(Total 2) weFirst «Prev Next< Last=! GotoPage|1 ¥ Row per Page |20 ¥

AP WMI will show with the VAP enabled and tunnel status as well on the System

Overview page:

@ LAN Interface -4 AP Status

MAC Address 00:1F:D4:04:74:0F

RF Card Name : | RF Card A ¥
IP Address 10.131.7.67

Subnet Mask 255.255.0.0 Profile Security  Online
Name BSSID ESSID Type Clients TUN
Gateway [10.131.1.254 767-A1  00:1FD4:04:74:110  EAPTE7-AL Open 0 )
767-A16 E2:1FD4:04:74110  EAFT67-AL6 Open 0 G

° CAPWAP
Status| Run (10.121.5.57) @ IPv6

Data Channel| Active Status Dissbled

The VAP Configuration on the AP WMI also displays which kind of CAPWAP Tunnel

Interface is operation in different VAP.
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o

S - =

System Wireless!

Utilities

Firewall Status

n Y O D D n D Y
VAP Overview \J Generalj VAP Config [ Security ‘J\ Repeater \-[\ Advanced ‘l Access Control ‘-[\ Hotspot 2.0 ',

\

Home > Wireless > VAP Configuration

VAP :

Profile Name :
ESSID :

VLAN ID :

\

VAP Configuration

Profile Name : |RF Card A: 767-A1 ¥

Disable '® Enable
767-A1
EAP767-A1

Enable
(1 - 4094)

® Disable
VLAN ID @

CAPWAP Tunnel Interface :

Split Tunnel v

Service Zone :

Default v

NOTE

1. AP tunnels will be established automatically when the CAPWAP template has
selected VAP to be enabled and tunneled back to a SZ.

2. If the CAPWAP discovery process fails, please check the certificate settings used on

the Controller and the certificate uploaded into the AP.

3. Controllers CAPWAP Log may be referenced during trouble shooting process.

7.3.5 Tunneled VAP Location Mapping Setup

Configuration path: Main Menu >> Devices >> Wide Area AP Management >> List

For VAPs which are tunneled back to the controller from remote APs. Administrator

may wish to allocate a NAS Identifier as well as designate an IP pool for service.

In the managed AP list in Wide Area AP Management, administrator can allocate NAS

Identifier and designate an IP pool for service for each VAP of a Managed AP. This can

be configured while establishing tunnels between the AP and Controller.
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AP List
Type All v
Status All v
Tunnel None v

Add | Delete | Addto Map | Backup Config | Restore Config | Upgrade

I S N e e e

System Overview ~
[F] EAP260 Enterprise_Access_Point_-_EAP260 10.29.43.131 00:1F:D4:01:DD:BC Online 0 @ RUN
(Total 1) #«First «Prev Next# Last$t GotoPage | ~ Row perPage 20

Enterprise_Access_Point_-_EAP260: VAP Status

Profile Name m VLAN ID Tunnel Port Location Mapping Setup Mapped Service Zone
VAP-1 EAP260-1 1000 Diefanlt

WAP-2 EAP260-2 1001

571

VAP-3 EAP260-3 1002 v}

Tunnel Port Location Mapping Setup

Service Zone / Prefer DHCP Pool Default / Mone -
User Limitation {Blank is for unlimitad.)
ESSID EAPZB0-1

Room Number / Location ID
Room Description / Location Name

MNAS Identifier

Once the VAP tunneled back, complete tunnel or split tunnel, has been configured with
PLM (Port Location Mapping), remote sites may also benefit from the PMS system or
other centrally managed hotspot operations which require location attributes or

information.
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7.3.6 Access Points on Map & AP Grouping

Configuration path: Main Menu >> Devices >> Wide Area AP Management >> AP

Grouping >> Map Configuration

In Wide Area AP Management, all the managed APs must be designhated to an AP
Group by Maps. Each AP must be configured to belong to a map. All APs will be added
to the Default Map, or you may create a new map for selection before you add a new
AP.

AP grouping allows different levels of administrators to manage APs by different AP
group. An AP Group can include multiple maps and AP templates. On the other hand,

a map can be included by different AP groups. You may assign different administrator

groups to have different read/write permission for each AP group.

/ City \
Admin-City

4 N [~ N

School District 1 School District 2
Admin-D1 Admin-D2
School 1 School 2 School 3 School 4
Admin 1 Admin 2 Admin 3 Admin 4

\ o =/

[A simple concept diagram illustrating AP Grouping]
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4ipnet controller supports adding AP’s on Google Map. The process is shown below:

1. Create your own map by clicking Add under Map List at the bottom page and
then fill in the necessary fields shown in the popup window. Click Apply.

2. Add the deployment location of the AP in the AP’s attribute profile (longitude and
latitude). _Main Menu >> Devices >> Wide Area AP Management >> List - AP
Attribute (Edit)

AP List
Type All -
Status All -
Tunnel None -

Add | Delete | Addto Map | Backup Config | Restore Config | Upgrade

I I S e e e T

System Overview -

[} EAPZEDIEr‘terpr'se_Ac-:ess_PoinT_-_EAPZSGI 10.29.43.131 00:1F:D4:01:DD:BC  Online 0 =) RUN
Go
(Total 1) «First «Prev Next=s Last+! GotoPage | « Row per Page 20 ~

3. Go back to the List page, choose the AP, and then click the Add to Map button,

and choose the desired map.

Add to Map

Add AP({Enterprise_Access_Point_-_ EAP260) into a Map

Please Select a Map : E]

Q Apply Q Cancel

After the settings, admin should be able to see an icon of the AP on the selected map.

Overview path: Main Menu >> Devices >> Wide Area AP Management >> Map

111



Jipnet

User’s Manual

WHG Controller / HSG Gateway ENGLISH

NOTE

1. The button Show Coverage on the main page of Map indicates the wireless
coverage on the map for the deployment’s use. There’s also a tool on the bottom of

the page for admin to calculate the distance between two APs.

Go to Main Menu >> Devices >> Wide Area AP Management >> AP Grouping >> AP

Grouping List to add or delete the AP group.

AP Grouping

Add Delete

e e — —— ———
O 1 3 5

456 123

Click Add to add an AP group, each AP group can include maps and templates to be

managed.

AP Grouping Add

AP Group Name test
Map Selectiable Selected
Overview
123
Template Selectiable Selected
Template2 - Template1
Templated Template3
Templates Template6
Template7

TemnlateR

After an AP group is created, you may assign access permission to each AP group by
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adding an Administrator Group to the Administrator Group List.

Main » Utilities » Administrator Accounts » Administrator Group List

Administrator Group List

Add | Del
b ——— s —— remark
Super Group remark
Manager remark
Operator remark
On Demand remark
Custarn 1 remark
Custom 2 remark
Custom 3 remark

Assigning permission to an AP group.

Disabled 577
Disabled 578

Disabled Select All

AP GROUP
456

Read Only

Read/\Write

e Select All
AP Management Disabled Local Area AP Management

Disabled Wide Area AP Management
Switch Management Disabled
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7.3.7 Rogue AP Scanning
Rogue AP detection is another essential way of protecting your network environment.

Wide AP Management supports the detection of hon-authorized access points present

in the vicinity.

Non-authorized access points pose a possible problem in terms of wireless

interference. Go to Main Menu >> Devices >> Enter Local Area AP Management >>

Rogue AP Detection to set up the function. Admin should then determine the scanning

interval, select an AP for the scanning job as sensors, and add AP’s shown in the
suspected rogue AP list to the trusted list for further management if it can be manually

identified as a safe source.

General Configuration

Rogue AP Detection @ Enable @ Disable Apply
Scanning Interval 0 minutes

Channel Switching @ Enable @ Disable

Sensor List 0/0 Configure
Trusted APs 0/40 Configure

Rogue AP List

Addto Trusted AP List | Delete Essp [+]
(8] o | nogearussn | css0 | e | Coanet | rcopuon | 155 | epor e |
(Total:0) First Prev Next Last Goto Page E (Page:1/1) Row per Page: [ 10 |Z|

The discovered access points are temporarily put in the Rogue AP list. Click on one of
the hyperlinked BSSID’s to see its detailed information. However, if admin recognizes
some of the listed APs as trusted, just check the checkboxes before the BSSID column
and then click Add to Trusted AP List. This action will be recorded in the Trusted AP

Configuration.
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7.3.8 AP Load Balancing Feature

It is a function to prevent managed APs from overloading. When the system detects
the occurrence of APs' associated-client numbers exceeding a predefined threshold at
circumstances and other APs in the same group are still below the threshold, the
balancing function will be activated to decrease the overloading APs' transmit power
and increase other available APs' transmit power; this would increase chances for
other available APs to be associated. The system can divide the managed APs into
groups; define the group threshold, and a time interval which will trigger the AP load

balancing.

Wide Area AP Management feature also supports the grouping of various managed
APs and perform transmit power management to spread the network load as evenly as

possible among APs of the same group.

The administrator can specify the criteria under which AP load balancing feature will
be enforced. The attributes that can be customized for creating your own load
balancing initiation criteria includes the enforcement interval and the associated client
or traffic threshold.

WAPM Load Balancing

Load Balancing ! Enable @ Disable

AP Distance 100 meter(s)
Interval 0 minute(s)
@ Number of Clients 15 clients
Threshold Apply
_ Number of Packets
Cluster 0 Configure

Device List

AP Type EAP320 ~

These are automatically calculated by the Controller via the distance attributes of

each of the managed AP profile.
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Chapter 8. Advanced Settings for Network

Environment

8.1 IPv4 / IPv6 Dual Stack Network

Configuration Path: Main Menu >> System >> IPv6

4ipnet WHG Controller supports operating in an IPv6 networking environment. When
IPv6 configuration option is enabled, administrator may assign IPv4 IP address as well
as IPv6 address to either WAN1 or WAN2 of the network interface. There are three

ways to configure an IPv6 address for the chosen WAN interface, namely Static, 6to4,

and go6. Please select the option applicable to your environment.

IPv6 Setting

IPvE @ Enable Disable
Interface @ WAN1 WAN2

Type Static (Use the following IPv6 settings)
@ Use bto4 transition

Mode: @ Automatic Configured

IPvE Address:

Prefix Length:

Preferred DNS Server:

Alternate DNS Server:

Use gob transition

®m  6to4: 6to4 is an Internet transition mechanism for migrating from IPv4 to IPv6, a
system that allows IPv6 packets to be transmitted over an IPv4 network (generally
the IPv4 internet) without the need to configure explicit tunnels. 6to4 option can
only be chosen when the selected WAN interface is set with a static IPv4 address.

" Go06: Gob6 is based on the provision of dedicated servers, called Tunnel Brokers, to

automatically manage tunnel requests from users. A set of Username and
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Password will be provided by the ISP for authentication. The Username, Password
and Server Address are the only mandatory fields for go6 transition. The list of
Tunnel Brokers is growing and administrators can choose to define a specific
Tunnel Broker by enabling "Assign Broker Address" and entering the Broker
Address.

= IPv4 / IPv6 Network Utilities

Configure Network Utility; go to: Main Menu >> Utilities >> Network Utilities

The system provides network utilities to help administrators manage the network
easily.

Network Utilities

Type @ |pvd O IPve O Sniff

IPv4 Ping Ping
Trace Route Start Stop
ARPing Interface WAN1 ~ | ARPing
VLAN ID Find

ARP Table Show

Status

Result
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Item

Description

IPv4

Ping: It allows administrator to detect a device using IP

address or Host domain name to see if it is responding.

Trace Route: It allows administrator to recover the real
path of packets from the gateway to a destination using

IP address or Host domain name.

ARPing: Allows administrator to send ARP request for a

specific IP address or domain name.

ARP Table: It allows administrator to view the
IP-to-Physical address translation tables used by address

resolution protocol (ARP).

IPvG6

Ping: It allows administrator to detect a device using
IPv6 address or Host domain name to see if it is

responding.

Trace Route 6: It allows administrator to recover the
real path of packets from the gateway to a destination

using IPv6 address or Host domain name.

Neighbor Discovery: The administrator can use this
feature to learn about IPv6 Neighbor nodes that are on

the same IP segment or domain name.

Neighbor Cache: a node manages the information of its
neighbors in the Neighbor Cache. This feature allows the
administrator to view the information stored on system’s

neighbor cache.

Sniff

With this feature the administrator can listen for packets from

selected Interfaces. The administrator can further filter the

types of packets to capture by using tcpdump commands
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under the Expression field.

Status When the administrator is executing any Network Utilities

features, the status of the operation is displayed here.

Result The operation result is displayed here.

8.2 User Access Control

Network operators may want to limit the accessibility of certain accounts or devices
from authentication or association from time to time. This section describes the ways

in which user or device restrictions may be achieved.

8.2.1 Black List

Configuration Path: Main Menu >> Users >> Black List

The black list is a tool for user access control. Each black list can hold specific
user accounts that will be denied of network access. The administrator can use

the pull-down menu to select the desired black list profile to edit.

Select Blacklist 1: Blacklistl -

Blacklist Settings

Blacklist Name Blacklist1 Apply

Add)| Delete

(Total:0/40) teFirst «Prev Next+ Last+! GotoPage ~ (Page:1/1) Row per Page: 10 «
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Adding User(s) to Blacklistl

40 users can be added to this Blacklist.

1 Userl
2

3

10

After entering the usernames in the Username blanks fields and the related
information in the Remark blank fields (not required), click Apply to add the

USers.

To remove a user from the black list, select the user’s Delete hyperlink to

remove that user from the black list.

Select Blacklist 1:Blacklistl

Blacklist Settings

Blacklist Name Blacklistl Apply

sl
i i ———————————_—)
Userl

After the Black List is setup completed, select the Black List in the desired

Authentication Server for it to become effective.
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Local Authentication

User Postfix local

Blacklist 1: Blacklistl -
Local User List Configure

Account Roaming Out © Enable @ Disable
802.1X Authentication © Enable ® Disable

8.2.2 MACACL

Configuration Path: Main Menu >> Users >> Additional Controls

MAC ACL is a MAC address Access Control List where specific MAC addresses
may be listed for access filtering, either allow or deny. User authentication is still
required for MAC ACL Allowed users. Click Configure to enter the MAC
Address Control list. Click Add MACs to fill in the desired MAC addresses,
select Allow or Deny and then click Apply.

MAC Access Control List

MAC Access Control List Configure

List Type @ Allow © Deny © Disable Apply

Access Control List

e ———

(Total:0/400) t&First «Prev Next= Last+1 GotoPage ~ (Page:1/1) Row per Page: 20 =~
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NOTE

1. The format of the MAC address is: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.

Colon will be automatically inserted by the system.

8.3 Certification

Configuration path: Main Menu >> Utilities >> Certificate

WHG Access Controller can issue certificates to APs that it manages in its private
network. Administrator can sign certificates issues by the system’s root CA and load
these certificates to managed APs. These security certificates will be used in verifying
the identity and authenticity of CAPWAP discovery requests between AP and AC. Also,
they could be used for authentication of Built-in RADIUS Server users roaming out.
‘Certificate Management’ gives a summary of certificates available and which are

currently in use.

Certificate Management

System Certificate

4
Default Certificate CN=gateway.example.com WEB Server
Internal Root CA

s

Internal Root CA N/A

Internally Issued Certificate

4

N/A N/A

Trusted Certificate Authorities (CA)

4

To enter settings, click “"Edit” icon on the top-left corner of each category.
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8.3.1. System Certificate

This is the certificate that identifies the system. These certificates may be used for
applications such as HTTPS login, CAPWAP, and etc. The Controller has a built-in
Factory Default Certificate (gateway.example.com) that cannot be removed, but
allows certificates to be uploaded. To view details of the certificate, click the

corresponding "View" button.

System Certificate

 cewme | Cometme | o |

Factory Default Certificate

Factory Default Certificate CN=gateway.example.com View

Internally Issued Certificate

N/A N/A View

Uploaded Certificate

N/A N/A View

Certificate

DEFAULT

C=Us
5T=US
Subject L=CA
O=EXAMPLE,INC
CN=gateway.example.com

C=Us
5T=US
Issuer L=CA
O=EXAMPLE,INC
CN=gateway.example.com

Walidity 2020/08/13 10:36:37

Get CERT | Get Key

Click "Get CERT" and "Get Key" to download the certificate and public key onto your

local disk.
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To Upload a Certificate/Private Key/Intermediate CA, click “"Browse”, select the

appropriate files, and click Upload Files.

Upload System Certificate

Certificate
Private Key
Intermediate CA
Certification Path Verification ) Enable @ Disable

8.3.2. Internal Root CA

The administrator can upload an Internal Root CA, or generate a root CA for private

use. The created root CA certificate can be downloaded and used to sign certificates

generated by the system. Note that the system only allows one Internal Root CA to be

created.

Generate Root CA

Common Name *
Email Address

Country Name

State or Province Name

Locality Name

Organization Name

Organization Unit Name

Key Type REA -

Key Length 511 -

Generate Certificate

To upload an Internal Root CA, click browse to select the Certificate and matching

Private Key from your local disk, and click "Upload Files".
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Once an Internal Root CA is uploaded/generated, details will be shown in the following

format.

Internal Root CA

I T N

Internal Root CA

Root CA CN=4ipnet.com View | Delete

To view details of the certificate, click the "View" button.
8.3.3. Internally Issued Certificate

Internally Issued Certificates can be generated on this page. Note that an Internal
Root CA needs to be created first before Internally Issued Certificates can be signed.
Certificate Information is an overview that displays all current Internally Issued

Certificates. To view details of the certificate, click the corresponding "View" button.
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Certificate Information

Internally Issued Certificate

certl CN=4iptest.com View | Delete

Use Internal Root CA to generate certificate

Commoen Name

Email Address

Country Name

State or Province Name

Locality Mame

Organization Name

Organization Unit Name

Key Type REA -

Key Length IV

l Generate Certificate ]

8.3.4. Trusted Certificate Authorities

Apart from self signed certificate and system's root CA, administrators can also upload
other certificates signed by other CA entities or Trusted CAs into the system. These
trusted root CA certificates are intended for the Controller to recognize and trust
certificates of External Payment Gateway and/or CAPWAP capable APs. To upload a
Trusted CA, click browse to select the Certificate and click "Upload Files". To view

details of the certificate, click the corresponding "View" button.
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Trusted Certificate Authorities (CA)

Certificate Authorities (CA)

N/A N/A View

Upload Trusted CAs

Upload Files

8.4 Management Access

Configuration path: Main Menu >> System >> General >> Management IP Address

On the WHG Access Controller, the administrator can grant access to the web
management interface by specifying a list specific IP addresses or ranges of IP
addresses, both from WAN or from LAN. For example, entering "192.168.3.1" and
"192.168.1.0/24" means that only the device at 192.168.3.1 and devices in the range
of 192.168.1.0 to 192.168.1.255 are able to reach the web management interface.

The Console interface may be accessed remotely when the Remote Console is
enabled. For security purposes, console access is disabled by default to prevent

malicious users from accessing the system.
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Chapter 9. Utilities for Controller Management

9.1 WHG Controller Management

Configuration path: Main Menu >> Utilities >> Administrator Account

The WHG controller’s root management account is the “"admin” account with full
access, modification and application privilege and authority. There are however, 2"
tier accounts with less authority which may be created for management personnel to
access their designated assigned areas of authority, a necessary feature for large

scale deployment requiring multiple management personnel.

This configuration path will lead to the page for assigning authority property, and
generation of other management accounts customizable to suit the needs of your

network.

There is only one management account under default status. Group Permission
Settings will allow you to customize the accessible WMI pages for a particular

management group and in turn, create management accounts for that group.

Step 1: Configure Password Safety Settings

General Settings

Password Complexity @ Enable Disable

Min Password Length 2 *(2~20)
Min Password Category 2 *(2~4)
Limit Login Attempts @ Enable Disable
Block access after 5 + tries
Password Expiration @ Enable Disable
Password expires 90 - day(s) after creation
Password Limits @ Enable Disable
Users to choose passwords different from their past 6 + passwords
Access Permission Configure
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Password Safety can be enabled to protect the Web Management Interface from

unauthorized personnel. Note that these settings are disabled by default.

Step 2: Configure Group Access property

hain Administrator Accounts » Administrator Group

Administrator Group Edit

Admin Group Name Custom 1
Remark

Disabled ¥ | SelectAl
Disabled ¥ | Default
Disabled ¥ 5Z1
Disabled ¥ 522

Disabled ¥ 3573
Service Zone
Disabled ¥ 574

Disabled ¥ 525
Disabled v 5Z6
Disabled v 35Z7

Disabled v 3Z8
AP GROUP

Disabled ¥ | SelectAl
AP Management Disabled ¥ Local Area AP Management

Disabled ¥ Wide Area AP Managemeant

Switch Management Disabled ¥

On-Demand API Enable administrator to create On-Demand Account through external interfaces

Setup Wizard Dizabled v

The Controller supports customizable administration account types, namely Super
Group, Manager, On-Demand Manager or Operator. Admin is classified under Super
Group, with all access and configuration authorities. Only Super Group members can
generate other administrative accounts (Manager, On-Demand Manager and
Operator). Permission Settings for all administrative accounts can be customized.
With the exception of the Super Group members, other administrative accounts can

be configured to have read-write or read-only access.

Step 3: An Administrator Accounts List is available to display Administrator Accounts

information and their statuses. Create an account by clicking “"Add”, then inputting the
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desired account name, password and the assigned authority group. Subsequent to

clicking Apply, the newly generated account will be displayed in the table below.

Administrator Accounts

Add .. | Delete | Lock Admin | Unlock | Backup List | Restore List

O e T I ™ S

Current Page:

admin 10.25.129.162 DC:0E:AL:27:F4:63 Super Group JUtilities/MlaU html
mes, auser.sntm

Current Page:

admin 10.30.42.168 Super Grou
P P /SystemConfiguration/SCAPList.shtml?sz_id=0

NOTE

1. The Password Safety Settings contain constraints or rules which must be followed
upon management account creation or password change.

2. Admin List will display all existing management accounts and login status if this
account is currently accessing the WMI.

3. Admin account is the root account and may not be deleted or have its authority

modified.

9.2 Configuration Backup & Restore

Configuration path: Main Menu >> Utilities >> Backup & Restore

This function is used to backup/restore the WHG Controller settings. Backup can
be done periodically via FTP. Furthermore, WHG Controller can be restored to

the factory default settings here.
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Backup System

General Backup Backup

Period Backup Configure

Restore System

Restore System Settings No file selected.

Keep WAN1 setting and Management IP Address List.
[7] keep LAN, Altas and DHCP setting.

D Keep Certificates.

[T] keep Local Area AP Management setting.

] Keep Wide Area AP Management setting.

[7] keep Internal Autentication Server accounts.

Restore

Reset to Default

Reset to Factory Default Reset

NOTE

1. The General Backup feature will lead to a pop up window prompting to save
a db file.

2. Restoring previous db configurations may be performed with options such as
keep WAN settings to prevent the loss of WMI connection if this action is
performed remotely.

3. Resetting to factory default will erase all configurations and restore the
controller to factory configuration. This action also has additional options to
keep critical settings.

9.3 Firmware Upgrade

Configuration path: Main Menu >> Utilities >> System Upgrade
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The administrator can obtain the latest firmware from 4ipnet’s website or

4ipnet’s Support Team and upgrade the system. Click Browse to search for the
firmware file on your local drive and click Apply to firmware upgrade. It might
take a few minutes before the upgrade process completes and the system needs
to be restarted afterwards to activate the new firmware. FTP firmware upgrade
is also an option, enter the FTP server IP address, FTP server port, and the FTP
account name and password, and lastly specify the complete firmware filename

stored on the FTP server that will be used to upgrade the system.
Before performing an upgrade, the system checks for version compatibility
ensure system sanity. You may contact the 4ipnet Support Team regarding

version compatibility.

System Firmware Upgrade

Current Version 3.00.00
Upload New Firmware Apply
Upgrade Firmware Via FTP Anonymous @ Yes © No

IP Address Port

File Name File Name or Dir/File Name Apply

NOTE

The system MUST be restarted before resetting to factory defaults after

firmware upgrade.

9.4 Restart

Configuration path: Main Menu >> Utilities >> Restart

This function allows the administrator to safely restart WHG Controller, and the
process might take several minutes to complete. Click Apply to restart WHG

Controller. If the power needs to be turned off, it is highly recommended to
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restart WHG Controller first and then turn off the power after completing the
restart process. The administrator may enter Reason for Restart for

maintenance purposes.

Restart

Do you want to RESTART the system?

Reason for Restart:

[C perform detailed filesystem check during booting

NOTE

1. The connection of all online users of the system will be disconnected when

system is in the process of restarting.
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Chapter 10. Reports and Logs for Monitoring

10.1 System Related Status

10.1.1 The Dashboard

This page displays important system related information that the administrator
might need to be aware of at a glance, which includes General System settings,
Network Interface and Online Users etc. A drop-down menu is available for
selecting the information refresh rate for this page, or you may click the
“Refresh” button to refresh manually.

The download button on the top-right corner is a tool that captures system

settings. This is used for maintenance or troubleshooting purposes.
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Download
Refresh | Refreshevery 60 - seconds
Network Traffic of the Last 24 Hours
wr et T System Name WHG405
18
:'iE - Up Time 1 day, 4 hour, 04 min
T F/W Version 3.00.00

Dvtes per secornd
B

o | Https Login Disabled
e 1 S |
are| WL R : e d "— SNMP Disabled

o
0z “

N P e s et e oL
!

= arm [ ) e o I = —
WAN Interfaces
WA MMM AUESACE  LaST

mRe T emn s reres
| RE=-2g 10738 2874 man
WAN1 Up
IP Address: 10.29.42.101
Access Points WAN2 Down

IP Address: NJA

Local Area Access Points Wide Area Access Points IPv6 Address Disabled
Total APs 3 Total APs 1 Bandwidth Limitation Enabled
Offline APs 3 Offline APs o] Load Balancing Disabled
Associated Clients o] Associated Clients 0 Failover Disabled

Service Zone Interfaces VPN Sessions

Service Zone Mode Tagged-Based Local VPN 0
IP Address SSID Status Remote VPN 0

Default 192.168.1.254 55100 Enabled

s71 172.21.0.254 SSID1 Enabled Go to VPN Settings

572 172.22.0.254 55102 Enabled

5Z3 172.23.0.254 S5ID3 Disabled

574 172.24.0.254 55104 Disabled

5Z5 172.25.0.254 S5ID5 Disabled

5Z6 172.26.0.254 S5ID6 Disabled

S5Z7 172.27.0.254 S5ID7 Disabled

578 172.28.0.254 551D8 Disabled

Go to Service Zone Configuration

10.1.2 System Summary

Configuration path: _Main Menu >> Status >> System Summary

The system status page displays a table of contents including system firmware
version, report servers configured, WAN optional settings, User log profile,
system time and session control settings. This overview is designed for main

configuration items. For detailed status, please proceed to corresponding
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Network Traffic (WAN1) for the Last 24 Hours

Netwark Traffic
40k
3Bk
ok
adk .
32k
ok
28k
- 28k
13 24k
T
5 20k
§ 18k
£ 16k
o 14k
12k
10k
Bk
Gk
4k -
— 5
ik J—Lr~—'_| — = c = o——cn
1500 18:00 2100 00:00 03:00 06:00 0200 12:00
MAXIMUM MBBALM AVERAGE LAST
W Rx 3371314 137.71 1519.67 2%
BT 37300 1615 603.13 353

System Name

System Up Time
System Time
Preferred DNS Server
Proxy Server

WAN Failover

SNMP

Idle Timeout

WHG405
13 hour, 35 min
2013/02/07 12:43:02 +0900
168.95.1