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1. General Description

The Realtek Remote Control Protocol (RRCP) is a Realtek proprietary simple and easy device
management program that is implemented for in-band remote control purposes. Based on RRCP, Realtek
develop a software program, RMT, to manage Realtek Switch.

RTL8324P, RTL8318P, RTL8316BP andRTL8310P provide 12C interface to connect with EEPROM and
save configuration in it. The ICs provide the feature for users to control the switch without any external
MPU. However, RTL8326 still needs a MPU (For example: SyncM0OS89516) to support the RMT tool.

2.  Switch Hardware Needed and Install Software

2.1. Using RMT Program to make the management

(1) RTL8326 + 8051 + EEPROM ->Switch system need a 24C04 EEPROM at least.

(2) RTL8324P/8318P/8316BP/8310P + EEPROM —>Switch system need a 24C08 EEPROM at least.
& Discontinue Products:
(a) RTL8324/8318/8316B/8310 + 8051 + EEPROM -> Switch system need a 24C04 EEPROM at least.
(b) RTL8324/8318/8316B/8310 + EEPROM ->Switch system need a 24C08 EEPROM at least.

(c) RTL8324P/8318P/8316BP/8310P+8051+EEPROM-> Switch system need a 24C08 EEPROM at least.

2.2. How to install software

(1) Make sure your switch’s RRCP function is enabled.
(2) Install WinPcap_3 1.exe or WinPcap_3_0.exe: the Free Packet Capture Library for Windows.
(3) Double click “RMT_x_x_Bxx.exe to run RMT software.

Realtek Manageable Switch User Manual 1 Rev. Pre-0.12
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3. RMT software user guide

3.1. Discover switch in network

After you install the RMT program, you can execute the program. As you implement it, the RMT will
send “Hello Packet”, and it can find the switch, which supports the RRCP feature. Furthermore, you can
set vendor id in rmt_config.ini file. RMT will filter the switch whose vendor id doesn’t conform to it.
All the found switches will be shown on the window as Figure 1. Then, double click to select a switch
you want to manage.

8 [
Selected Metwark [nterface Selected Switch
2. MAC(0D:11:08:F5:3261) IP(169.254.0.74) =l [oee 1 switchies) for selection =l
Metwork |

Switch Selection | Switch Databaze

Dizcovered Switches
Marne | MAC Address | Chip ID | wendmip |
inknown 525440010203 O-000C Oxd 3424740

Discovered Switch Links
Uplink MAC Address | Uplirk Port | <==» | Downlik MAC Address | Dowlink Port |
00:00:00:00:00:00 0 ¢=>  52544C:00:02:03 3

Figure 1. RMT: Discover Switch in the Network

Realtek Manageable Switch User Manual 2 Rev. Pre-0.12
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RMT Releass 2.x Build s o ] 3
Help
Selected Metwork, Interface Selected Switch

2 MAC(00:11:D8:F532:61) IP(169.254.0.74) =l |0 MACIS254:4C:01:02:03) ChiplD{0x000C) VendorD(0x43424140) ¥ |

Metvuark | Switch Statusl Switch Ennfigurationl Switch Intemalsl

Switch Selection | Switch D atabase |

Dizcovered Switches
Narne | MAC Address | Chip ID | wendorip |
B e S ST Ord3424140

Click the right button of mouse
and add to switch database, the
below window will be shown for
you to set.

Dizcovered Switch Links

Uplink MAC Address | Uplink Part | <==> | Downlirk MAC Address | Dewlink Part |
00: 010 00:00: 0000 0 <=y G254:4C:00:02:03 3

You edit this switch’s name in this
Set Switch Information database.

/

MAC Address: |52:54:4|::n1 02:03

Authentication Key: IUHE3?9

O, Catizel |

Switch Mame: IHeaItekl

Figure 2. RMT: Add switch information to database

Realtek Manageable Switch User Manual 3 Rev. Pre-0.12
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3.2. Network

3.2.1. Switch Selection

Switch Selection: The all switch that support RRCP function will be shown on this window, and you have

to select one that you want to control before you start to manage it.
x Build 2ot o ] P |

Selected Metwark Interface Selectad Switch

[2 MAC0011.D8:F5:32:61) IP(169.254.0.74) =l Jo MaC(5254:40:01:0203) ChiplDI0X000C) VendorD(Dx43424140) = |

MHetwark, I Switch Statusl Switch Configurationl Switch Internalsl /\

Switch Selection |Switch Databasel It |S the same pu I’pOSG as
Discovered Switches : above figure shown to select
Marne | MAC Address | ChipID | wendoriD |

£ 54410203 [x 434241400 a switch.

Digcovered Switch Links
Lplink MAC Address | Uplik Part | <==» | Dowrlink MAC Address | Dowlink Port |
00:00:00:00:00:00 1 <= B254:4C:01:02:03 3

Figure 3. RMT: Main Menu to Select one switch
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3.2.2. Switch Database

Switch Database: Click the right button to add or edit the switch name
EMT Releas 2

_ N Il 4|
Help

Selected Metwork Interface

Selected Switch
|2: MACO0:11:D8:F5:32:61] IP[169.254.0.74) j

ID: MACIS2:54:4C:01:02:03] ChiplD[0x000C) Yendor D[0x43424140) j
Metwork: | Switch Statusl Switch Configurationl Switch Intemalsl
Switch Selection  Switch Database |

tManaged Switches

Switch Mame | MAC Addreszs | Authentication Key |
Jameziu 525440070204 042379
REALTEKZ 131215141716 2379
REALTEK1 (00; 00; 00; 00 00; 00 Ox2379

; 03

[

Figure 4. RMT: Add or Edit switch name.
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3.3. Switch Status

3.3.1. Port Status

The column shows every port status on the switch, and includes link, speed, flow control, auto negotiation,
loop detect, trunk fault and router port.
=10 =]

Help

Selected Metwaork [nterface Selectad Switch
|2: MACIO0:11:DB:F5:32.61] IP[163.254.0.74) j ID: MAC[52:54:4C:01:02:03) ChiplD([0x000C] Yendor D[0x43424140) j

Metwork  Switch Status | Switch Configuration | Switch Intemals |

Part Status | MIE Infermation | Cable Tester | Signal Qualty |
Part | Link | Speed | Flow Control | Auto Megotiation | Loop Detected | Trunk Fault | Router Port |
m Up 1006 Full  Both Tx/R= Enabled Mo Mo Mo
0z Up 1008 Full - Both Tx/R= Enabled Mo Mo Mo
a3 Up 1006 Full  Bath Tx/Rx Enabled Mo Ma Mo
04 Up 1000 Full  Bath T/ Enabled Mo Mo Mo
05 Down 10M Half - Both Te/Rx Enabled =] Mo Mo
1] Doty 10M Half Both Te/Rx Enabled Mo Ma Mo
a7 Doty T0M Half - Both Te/Rx Enabled Mo Ma Mo
03 Down 10M Half - Both Te/Rx Enabled =] Mo Mo
1] Do 10k Half - Both T R Enabled Mo Mo Mo
1 Doty T0M Half - Both Te/Rx Enabled Mo Ma Mo
1k Down 10M Half Both T/ Enabled =] Mo Mo
12 Do 10k Half - Both T R Enabled Mo Mo Mo
13 Up 1008 Full  Bath Tx/Rx Enabled Mo Ma Mo
14 Up 1006 Full  Both Tx/R= Enabled Mo Mo Mo
15 Up 1008 Full  Both Tx/R= Enabled Mo Mo Mo
16 Up 1006 Full  Bath Tx/Rx Enabled Mo Ma Mo
17 Do 10M Half  Both Tx/Rx Enabled =] Mo Mo
18 Down 10M Half - Both Te/Rx Enabled =] Mo Mo
19 Doty 10M Half Both Te/Rx Enabled Mo Ma Mo
20 Doty T0M Half - Both Te/Rx Enabled Mo Ma Mo
21 Down 10M Half - Both Te/Rx Enabled =] Mo Mo
22 Doty 10k Half Both Te/Rx Enabled Mo Mo Mo
23 Up 1008 Full  Bath Tx/Rx Enabled Mo Ma Mo
24 Down 10M Half - Both Te/Rx Enabled =] Mo Mo
Refresh |

Figure 5. RMT: Show you the Port Status

Realtek Manageable Switch User Manual 6 Rev. Pre-0.12
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3.3.2. MIB Information

We can use the MIB Counter function, which the MAC supports to count the packet number receive in or
transmit out the MAC IC. Click the “Start” button, and the RMT will show the packet number that the
MAC receive or transmit immediately. Click the “Stop” button, and we can stop the action of counting
the packet number. Click the “Clear” button, and we can clear the number shown on the window.

Click the “Pause” button, and we can stop showing the packet number, but this function is not the same as
the “Stop” button. It will still count but doesn’t show on the window, when you click “Continue”, the
window will show the accumulating packet number in the past time.

I = B3
Selected Metwark Interface Selected Switch
|2: MACIO0:1T:D3F5 3261 1P[169.254.0.74) j IU: M&C[52:54:4C:01:0203) ChiplD[0=000C) endorl D{0x4 34247 40 j
Metwork ~ Switch Status | Switch Configuration | Switch Intemals |
Part Status  MIE Infarmation | Cable Testerl Signal Gualityl
Fort | R Counter | R Uit | T Counter | T Unit | Diag. Counter | Diag. nit |
01 1500000 Packet 1359610 Packet a Packet
02 B45750 Packet 103360 Packet 0 Packet
03 1133041 Packet 1400712 Packet a Packet
04 1400720 Packet 1133054 Packet a Packet
1] a Pack.et a Pack.et a Pack.et
0g a Pack.et a Pack.et a Pack.et
o7 0 Packet 0 Packet 0 Packet
U] a Pack.et a Pack.et a Pack.et
03 0 Packet 0 Packet 0 Packet
10 a Packet a Packet a Packet
b 0 Packet 0 Packet 0 Packet
12 a Packet a Packet a Packet
13 1500000 Packet 1500001 Packet a Packet
14 103847 Pack.et F45741 Pack.et a Pack.et
15 133611 Pack.et 1500001 Pack.et a Pack.et
16 1500000 Packet 1500001 Packet a Packet
17 a Pack.et a Pack.et a Pack.et
18 0 Packet 0 Packet 0 Packet
19 a Packet a Packet a Packet
20 0 Packet 0 Packet 0 Packet
21 a Packet a Packet a Packet
22 0 Packet 0 Packet 0 Packet
23 1 Pack.et 923 Pack.et 923 Pack.et
24 a Pack.et a Pack.et a Pack.et
Start Stop Clear Pause

Figure 6. RMT: Show you the MIB Counter

Realtek Manageable Switch User Manual 7 Rev. Pre-0.12
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3.3.3. Cable Tester

Cable tester can detect the Cable’s status, short, link on, and open of UTP ports. Please note that the
feature does not support fiber ports. User can easily use cable tester function to diagnose cable problem.

EMT Rel ) 3 ) ] 4

Help

Selected Metwark Interface Selected Switch
|2: MACIO011:DE:F532:61] IP169.254.0.74) j ID: MACIEZ2.54:40:01:02:03] ChiplD[0=000C) YendorlD[0«43424140) j

Metwork,  Switch Status | Switch Configuration I Switch Intemalsl

Port Status I MIE Information  Cable Tester | Signal Bualit_l,ll

Pot | F¥[Pair1/2)| Possible Causs | Tx[Pair 3/6) | Possible Cause

m Marmal Cable Marmal Cable

0z Mormal Cable Mormal Cable

03 Marmal Cable Marmal Cable

04 Mormal Cable Mormal Cable

05 OPEMinOM  device power down ar bad cable OPEMinOM device power down ar bad cable

0& OPEM inOM  dewice power down or bad cabl )

07 OPENinOM  device power down or bad cablf - ThiS program can show how long open or
g OPEMinOM  device power down or bad cabl . i .
] OPEM inOM  device power down o bad cabll short happen in TX pair or RX pair.
10 OPEMinOM  device power down or bad cabl

11 OPEMin0OM device power down or bad cable WET down of bad caple

12 OFEM in0OM  device power down or bad cable OFE power down or bad cable
13 Mormal Cable Morma

14 Marmal Cable Marmal

15 Marmal Cable Marmal

16 Mormal Cable Mormal

17 OFPEMin93M device power down orbad cable OPEM in 1008 device power down or bad cable
18 OPEMin0OM device power down or bad cable OPEMin0OM device power down or bad cable
19 OFEM in0OM  device power down or bad cable OFEM inOM  device power down or bad cable
20 OPEMin0OM device power down or bad cable OPEMin0OM device power down or bad cable
il OPEMinOM device power down ar bad cable OPEMin0OM device power down ar bad cable
22 OPEMinOM device power down or bad cable OPEMin0OM device power down or bad cable
23 Mormal Cable Mormal Cable

24 OPEMinOM device power down or bad cable OPEMinOM device power down or bad cable

Figure 7. RMT: Show you the Cable Tester Result

You can check whether each port on the switch is connecting on the normal station or not. The Realtek
proprietary function can check the TX or RX pair either short or open in what distance away from the
switch. From RMT_2 0 BO05 version, RMT used the “Start Testing” button instead of the “refresh”
button in the RMT_2_0_BO01. In BO6 version, you have to click the “Start Testing” button and the cable
tester function will start whereas in BO1 version you will implement it automatically when you change to
this column.

Realtek Manageable Switch User Manual 8 Rev. Pre-0.12
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34 REALTEK

RMT Release 2.1 Build XX |0l x|

Help

Selected Switch
IEI: MACID2:54:4C:01:02:24) ChiplD{0=0004) endor D[0x434247 40) j

Selected Metwoark Interface
|2: MACIO00E:OC:A7:04:2F) IP[192.168.2.3E) j

Metwork  Switch Status I Switch Configuralinnl Switzh Internalsl

Park Statusl MIE Information  Cable Tester | Signal Quality I

Pat | R (Pai 1/2)| Possible Cause Ti [Pair 3/6] | Possible Cause |
m OFEM in0OM  device power down or bad cable OFEM in0OM  device power down or bad cable
a2 OFEM in0O M  device power down or bad cable OFEM in0O M  device power down or bad cable
03 OFEM in0 M  device power down or bad cable OFEM in0 M  device power down or bad cable
04 OFEM in0OM  device power down or bad cable OFEM In0M  device powerpd bad ookl
15 OPEM in0OM  device power down or bad cable OFEM in0OM  device power -
G OFEM in0M  device power down or bad cable OFEM in 0K device power CI ICk the bUtton to
iF OFEM in0OM  device power down or bad cable OFEM in0OM  device power
2 OPEM in0OM  device power down or bad cable OFEM in0OM  device power test the DO rt.
09 OFEM in0M  device power down or bad cable OFEM in 0K device power
10 OFEM in0OM  device power down or bad cable OFEM in0O M  device power dowy
i OFEM in0OM  device power down or bad cable OFEM in0OM  device power gy «rBad cable

OFEM in 0O device power down or bad cable OPEM in 0 M deviee pows”edfin of bad cable

3 OFEN in 0 M ce power down of bad cable OFEM In 08 e 1 bad cable
14 OFEM in0OM  device power down or bad cable OPEM inOM ¢ Cabls Test I bad cable
15 OFEM in 0 0 device power down or bad cable
16 orEMin 01 Click the button to select [n0O  device power down or bad cable
17 OFEM in 0 im0  device power down or bad cable
13 OFEM in 0 0k device power down or bad cable
19 OFEM in 0 a port to test. 0k device power down or bad cable
20 OFEM in Ok E =] im0  device power down or bad cable
21 OFEM in 0k — See—S— e power down o bad cable
22 OFEM in 0K r dawen or H ice pover down or bad cable
55 Noml Cable Click the button
24 OFEM in Ok - ice power down or bad cable

to clear the list. g
Test all Test Per Port Clear &ll |

Figure 8. RMT: Per Port Cable Test.

You can do Cable Test every port separately.
Input the port number

_ you want to do test.
/I

|nput Port Murber(1-24]
|| =

o]

Figure 9. RMT: Select a Port to do Cable Test.

Canicel |
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3.3.4. Signal Quality

From RMT_2 0 _BO04 version, a new function called “Signal Quality” of RTL8208B was added. This
function can determine whether the cable connect on the switch is good or not. As Cable Tester feature,
the Signal Quality does not support fiber ports, and it only take effect on UTP ports. The RTL8208B
check the “Signal and Noise Ratio” (SNR) and can determine the cable is “very good”, “good”, or “bad”.
Like Cable Tester, you can select a port to do Signal Quality Test.

RMT Release 2.1 Build XX = 0] x|
Help
Selected Metwork Interface Selected Switch

|2: MACIO00E:0C:41:D4:2F]  IP192.168.2.35) j ID: MACIE2: 54 4C:01:02:24] ChiplD[0x0004] Yendorl D{0x43424140) j

Metwork  Switch Status I Switch Eonfigurationl Switch Intemal&l

Paort Statu&l IIB Informatinnl Cable Tester  Signal Quality |

Fort | Signal Guality | .
01 Link is Dawn Like Cable Tester, you can
02 Link. iz Down
03 Link. is Diown select a port to do SNG test.
04 Link. iz Down
05 Link. iz Down
0& Link. iz Down
ar Link, iz Diowry
i Lirtk is Diowwr Signal Quality Test
09 Link. iz Dowry
10 Link. iz Down
11 Lirk. iz Down
12 Link. iz Down
13 Link. iz Down
14 Lirk. iz Down
15 Link. iz Down
16 Link. iz Down
17 Link, iz Down
18 Link iz Down
13 Link. iz Down
20 Link, iz Down
21 Link iz Down
22 Link. iz Down
23 ey Good
24 Link iz Down
Test Al Test Per Port Clear Al

Figure 10. RMT: Show you the Cable Quality.
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3.4. Switch Configuration

In “Switch Configuration” items including “Global configuration”, “Port Configuration”, “QoS
Configuration”, “VLAN Configuration”, “Port Mirror Configuration” and “Security Configuration”, user
can press “Apply” button to execute. If user don’t click the “Apply”, the function will not change in order
to avoid an unintentionally click.

3.4.1. Global Configuration

Disable/Enable Some Global Configuration:
(1) Broadcast Flow Control.

(2) Multicast Flow Control.

(3) Broadcast Storm Filtering.

(4) Loop Port Detection.

(5) IGMP Snooping.

The “Broadcast Flow Control” and “Multicast Flow Control” are the function for user to transmit more
smoothly when you meet a congested port. The “Broadcast Storm Filtering” can drop broadcast packets
to avoid continuously receive broadcast packets. The “Loop Port Detection” can detect whether a loop is
exist. However, this feature just enables the IC to provide a warning message through parallel or serial
LED. Any loop happened on switch will cause a crash for that the RRCP packets can’t receive by IC
normally. In other words, RMT can’t work at a network error condition like loop error. The “IGMP
Snooping” can execute the IGMP function. If you want to realize more information about above function,
we suggest you to read the datasheet of RTL8324P.

Realtek Manageable Switch User Manual 11 Rev. Pre-0.12
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Selected Metwork Interface Selected Switch

|2: MAC[O0:11:DE:F%:32:61] IP[169.254.0.74) j ID: MAC(52:54:4C:01:02:03] ChiplD{0x000C] YendorlD{0=x43424140) j

Networkl Switch Statuz  Switch Configuration | Switch Internalsl

Part Cnnfigurationl Qo5 Eu:-nfigurati-:-nl WLAMN Configuration | Pert Mirror Configuration | Security Co 4 I ’I

—Broadcast Flow Contral—— —Loop Port Detection———
" Disabled {* Disabled
(+ Enabled " Enabled
—Multicast Flow Contral—— —IGMP Shooping
" Digabled {* Disabled
(+ Enabled " Enabled

Broadcast Storm Filtering
{+ Disabled

{~ Enabled

Press the “Apply” buttons for
configuration settings to take effect.

——
Apply |

=101 x|

Figure 11. RMT: The Global Configuration

Realtek Manageable Switch User Manual 12

Rev. Pre-0.12



RTL8326/RTL8324P/8318P/8316BP/8310P
Demo Board RMT User Guide

34 REALTEK

3.4.2.

The port configuration includes the configuration of each port.

(1) Enable or Disable the port.

(2) RX/TX Bandwidth: Control the port’s RX/TX bandwidth, RTL8324P Provide many kinds of option
to limit the bandwidth of each port: No limit, 128 Kbps, 256Kbps, 512Kbps, 1Mbps, 2Mbps, 4 Mbps,
8 Mbps.

(3) Auto Negotiation: Enable or Disable Auto Negotiation.

(4) Advertised Speed: 100 or 10 M Speed, Full or Half duplex.

(5) Pause Flow Control: You can choose “No Flow Control” or “Both TX/RX Flow Control” two option.

(6) Trunking: Enable the trunk port function. Each “Trunking Group” includes four ports as trunk.

Port Configuration

RMT Release 2.x Build xx

Help

=101 ]

Selected Switch
ID: MALC[52:54:4C:01:02:03) ChiplD[0x000C] Yendar D[0x43424140) j

Selected Network Interface
|2: FACIOD:14:78:46:04:50) IP[192168.2131) j

Netwolkl Switch Status  Switch Configuration I Switch Intemalsl

Global Configuration  Port Configuration I QoS Configuration | WLAN Configurationl Part Mirror Configurationl Securty Co 4 I ’I
Port | Enabled | R Bandwidth | T Bandwidth | Auto Negotiation | Advertized Speed | Pauze Flow Cirl | Trunl
01 Tes Mo Linnit Ma Lirvit Enabled 100K Full Bath e/ i
7 Mo Linit 100K Full Eath 3
03 Yes M Lirit Enabled > [ed T00M Ful Bt T5/R
04 Yes Mo Linit R Bandwidth b led 1008 Full Bath TH/R= Disal
05 Tes Mo Lirnit T Bandwidth 4 Mo Limit b4 Full Both T/ Disal
0& Teg M Limit uto Negotiation P 128 Kbps k4 Full Both T=/RX  Disal
a7 Tex M Lirnit Adverticed Speed. b 556 Kb b4 Full Both TX/Rx  Disal
08 Yes Mo Limit ERGHREESl=E SBEERE DM Pl Both To/RX Disal
03 Vs Ma Limit Pause Flow Cortrol ¥+ 512Kbps iy Fyl Bath T%/F  Disal
10 ez Mo Linit Trunking b 1Mbps 4 Full Bath T/ Disal
11 ez Mo Linnit Mo Cimit Enal 2 Mbps kA Full Both T=/Rx Dizal
12 es M Lirviit Ma Limnit Enal 4 Mbps kA Full Both T#/H  Disal
13 Es M Lirviit Ma Limnit Enal o kA Full Both Te/Re Disal
14 Tex M Lirnit Ma Lirnit Enal_ & i 4 Full Both TX/Rx  Disal
15 Tex Mo Lirnit Mo Lirnit Enabled 100k Full Both TX/Rx=  Disal
16 Tex M Lirnit M Lirnit Enabled 100k Full Both TX/Rx  Disal
17 Tex M Lirnit Ma Lirnit Enabled 100k Full Both T/ Disal
18 ‘ez Mo Linnit Mo Limit Enabled 100k Full Both T=/Rx  Dizal
19 ez Mo Linnit Mo Limit Enabled 100k Full Both T=/Rx  Dizal
20 ez Mo Linnit Mo Limit Enabled 100k Full Both T=/Rx Dizal
21 es M Lirviit Ma Limnit Enabled 100M Full Both T#/H  Disal
22 Es M Lirviit Ma Limnit Enabled 100M Full Both Te/Re Disal
23 Tex M Lirnit Ma Lirnit Enabled 100k Full Both TX/Rx  Disal
24 Tex Mo Lirnit Mo Lirnit Enabled 100k Full Both TX/Rx=  Disal
| L]

Apply |

Figure 12. RMT: The Port Configuration
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From RMT_2_0 BO06 version, a new function, described as follows, was added to avoid user makes
wrong settings. In IEEE 802.3ad standard, it is defined that switch’s trunking must be full duplex and at
the same speed, however, someone may be make mistakes that setting the trunk but in the wrong
condition. Therefore, we add a choice window as Figure 13 while you want to enable a trunk. Whenever
you enable the trunk, RMT will pop up a new window for switch manager to select speed and duplex. Of
course, the network managers still have to take into account the other switch that the trunk ports connect
with.

Trunk Retting EI

The zetting trunk containz POT, P02, PO3 and P04,
Fleaze select ddvertized Speed.

—Advertized Speed

" 10M Ful
i+ 100M Full

Cancel |

Figure 13. RMT: Selection of speed and duplex of turnking port.
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3.4.3. QoS function

(1) Diffserv Priority: Enable the feature of the TCP/IP’s TOS/Diffserv(DS) based priority. When the DS
field of TOS octet [0:5] bits are “101110”(Expected Forwarding) ;
or “001010; “010010”, “011010”, “100010”(Assured Forwarding); or “11X000”(Network Control),
the packet will be a high priority packet, otherwise the packet will belong to low priority packet.

(2) 802.1p VLAN Priority: Enable or Disable VLAN tag priority. If the packet’s “User priority” is 0~3, it
shall be low priority. The packet will be high priority when its “user priority” is 4~7.

(3) Adapted Flow Control: Enable the auto turn off flow control function for 1~2 seconds, whenever the
port receives a high priority packet.

(4) High/Low Priority Ratio: The MAC will transmit the packet from the high priority port and the low
priority port as the ratio of the ratio.

(5) Port Priority: You can enable each port’s priority. The packets received from high priority ports will
be processed in output port’s high priority queue.

RMT Releas 2% Build so¢ o ] e

Help

Selected Nebwork Interface Selected Switch
|2: MACIOD:11:D&F5:32:61] IP163.254.0.74] j IEI: FACIE2:54:40:01:02:03) ChiplDI0x000C] VendarlD[Oxd3424140) j

Networkl Switch Status  Switch Configuration | Switch Internalsl

Global Configuration | Paort Configuration @05 Configuration |VL.-’-‘«N Configurationl Fart Mirror Configuration | Security CoY I ’l

rDiffgere Prioity————— Pt Pricrity
* Dizabled Pot | Frioity| =
‘& Erelsled m Loy F'r!or!t_l,.l
nz L Priority
03 High Priority
—B02.1pWLAN Prioig———— 3‘5‘ tgx E::g::g
& Dishaled 06 High Priority
‘& Erelled v Loy Pr@or@t_l,.l
as Lo Priority
09 Lowy Priority
rAdapted Flow Controb———— :II1D tgx E::g:::ﬁ
* Dizabled 12 High Friarity
13 Lowy Priority
" Enabled 14 Lo Priority
Loy Prionty
16 High Pricrit
~HighLow Priaity Batio— 17 it P::g[:tﬁ
(v 41 18 L Pricrity
19 Lowy Priority
81 20 L_c-w Prior@ty
~ 151 el High Priority
22 Lowe Prionity - —
" High Priarity First 23 Lowy Priority
4 [ =T LI

Apply |

Figure 14. RMT: The QoS Setting
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3.4.4. VLAN Configuration

(1) VLAN Ability: There are three options: Disable VLAN, Port-based VLAN and 802.1Q VLAN. When
you change the option, it will show a window to tell you that Change the VLAN option will reset the
setting of VLAN. When you choose either Port-based VLAN or 802.1Q VLAN, the window will add
one more button for you to set the configuration of VLAN.

(2) Unicast Packet Leaky: When you enable this function, unicast packets can be transmitted to different
VLAN group.

(3) ARP Packet Leaky: If the function is enabled, ARP broadcast packets can be transmitted to different
VLAN group.

(4) Multicast Packet Leaky: When you enable this function, IP Multicast packets can be transmitted to
different VLAN group.

(5) Ingress Filtering: When you enable this function, the MAC IC will filter frames received from a port
which is not in the port’s VLAN group.

EMT Releas 2. Build s o ] |
Hel
- If you enable VLAN or change VLAN
Selected Network Interface ability, the warning window will be
2 MACIO)1T:DEFS:32.61) IP169.254.0.74 . 1400 =
|2 wac( LI )| shown to confirm you. )
Network | Switch Status  Switch Configuration |
Global Eonfigurationl Part Eonfigurationl N Configuration | Port Mirror Configuration | Security G4 | ’l
W LAN Ability Output Fort Tagaing
" Dizabled Fort | Tagging Control| =
m Don't Touch
*" Port-based YLAN 0z Don't Touch
IK] D't Touch

CBIZIDWLAN [T Admit Tag Only e

X

Switch between different VL AN functions

rUnicast Packet Leaky—————————— & will rezat TLAN settings after pressing
it ARk EEd the Apply button. Proceed ?
{+ Disabled {~ Enabled

Cancel
—ARF Packet Leaky——
 Disabled Enabled I Dartt Touch
15 Don't Touch
16 Don't Touch
rhulticast Packet Leaky———————— 17 Dg:'t Tgﬂzh
+ Disabled " Enabled 13 Dan't Touch
19 D't Touch
20 D't Touch
~Ingress Filtering | 312 gﬂn'l PUCE
] ||
{+ Disabled {~ Enabled e

Remember to apply your choice

Apply |

Figure 15. RMT: The VLAN Configuration Setting(1)
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(6) Output Port tagging: MAC provides the function to handle the tag of output packet. “Don’t touch”,

“Remove tag”, “

Insert tag for high priority frame”, or “Insert tag for all frame”. Users have to notice that

“Insert tag for high priority frame” and “Insert tag for all frame” only take effect when you enable either

QoS function.

Selected Metwoark Interface

Selected Switch

= il

I 2 MACIO011:D8:F532:61) IP[163.254.0.74)

Metwork | Switch Status  Switch Configuration | Switch Intemals |

Global Configuration | Part Eonfigurationl (o5 Configuration  ¥LAN Configuration | Port-B ased WLAN Eonfigurationl Par 4 | ’I

—WLAN Ability
" Disabled

i+ Port-bazed ¥LANM

B0210NWLAN [ Admit Tag Only

Unicast Packet Leaky———————
{+ Disabled {~ Enabled

rARP Packet Leaky——
f+ Disabled (" Enabled

—Multicast Packet Leaky—————————

i+ Disabled " Enabled
r—Ingresz Filkering
{+ Disabled {~ Enabled

Apply |

Tl |0 MACE2544C000

Output Port Tagging

When you enable either kind of
VLAN, the RMT will add a new
column to set VLAN

L

Choose output
tagging function.

F'c-rt| TaggingControI| -
m Don't Touch
oz Don't Touch
03 Don't Touch
04 Don't Touch
i3] Don't Touch
06 Don't Touch
oz Con't Touch
09 Don't Touch
10 Don't Touch
" Don't Touch
12 Don't Touch
13 Don't Touch
14 Don't Touch
15 Don't Touch
16 Don't Touch
17 Don't Touch
18 Don't Touch
19 Don't Touch
20 Don't Touch
A Don't Touch
22 Don't Touzh =
23 Don't Touch
24 et T ek LI

Figure 16. RMT: The VLAN Configuration Setting(2)
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Let’s take an example of VLAN setting. As the below figure, we set five new VLAN. Before setting any
new VLAN, there is a default VLAN — VLAN 1, all port belong to it. While we add any ports to a new
VLAN, it will be eliminated from the default VLAN. In this example, we have five new VLAN, and the
default VLAN. Switch system has six port-based VLAN. If a packet receive by port 1 and manager don’t
enable the unicast leaky function. The packet will be send out only that its destination address which is
port2~4, port7 and port10. Users have to notice that “Port-based VLAN” is not the standard VLAN, and it
is just for network manager to configure the environment more conveniently. Therefore, RMT will add
some internal VLAN if your “Port-based VLAN” setting has configured some overlapping ports in
different VLAN. Under this situation, the maximum VLAN you can set is not 31 but depend on how
many internal VLAN have been set.

RMT Relsass 2.% Build =10 x|
Help
Selected Metwork Interface Selected Switch

|2: MACIO0:11:08:F5:32:61] IP(169.254.0.74] j IEI: MACIE:54:4C:01:02:03]) ChiplD(0=000C) Yendor D0x43424140) j

Netwolkl Switch Status  Switch Configuration | Switch Intemalsl

Global Configurationl Port Eonfigurationl (oS Eonfigurationl YL&N Configuration | Part-Eased VLAN Configuration | For 4 I L4

WLAN Table

WLAM Mo | Puort Members |
01 1374151617 18152021 222324

0z 010z 03

03 04 05 05

04 07 0309

05 11112
06 o 04 o7 10

Figure 17. RMT: The VLAN Configuration Setting(3)—Port-Based VLAN

If the “802.1Q VLAN?” is enabled, we can decide whether the switch receive untagged frame or not by
enable the “Ingress Filtering” function. For an example, let us see Figurel8. The RMT 802.1Q VLAN
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follows the IEEE 802.1Q standard. If we enable this VLAN and configure as below, the switch can only
transmit out the packet that its VID in the tag fit with the VID of destination port. If a packet with a

VID=2 received by port 1, it can

only transmitted out to port 2~port 4.

If a port receives an untagged packet, the MAC will refer to “Port VLAN Mapping” and decide whether
the packet can forward to its destination port. For example, an untagged packet received by portl will
forward only to port9~portl2 because the “Port VLAN mapping” is VID=4. In addition, “Port VLAN
mapping” also map the “Output Port PVID Insertion”, as above example, an untagged packet with
unknown DA received by port 2 and multicast to port13~port16. MAC will insert a VID=5 when forward
to portl4~portl6, but packet forward to port13 is still an untagged packet.

Please note that RMT doesn’t allow “Output Port PVID Insertion” to be “Enabled” in ports connecting
with RMT even series connection, because the event will make RMT can’t identify 8324P serial switches.
If user does it, RMT will show a warning message as Figure 18 to avoid unknown errors. In addition,
“Output Port PVID Insertion” will not show in RTL8326, because RTL8326 doesn’t support the function.

Help

Selected Metwork Interface

=101 ]

Selected Switch

|2: b CI00:11: DB F5: 32:67)

IP[163.254.188.118) j ID: MaC(52:54:4C:01:30:58) ChiplD([0=000C) YendorlD[0x43424140) j

Netwolkl Switch Status - Switeh Configuration I Switch Intemalsl

Global Eonfigurationl Part Configurationl Qo5 Eonfigurationl WLAN Configuration 80210 VLAN Configuration | Part Mi 1 I 4

YLAN Table

YLAN No. | WLAMID | Port Members |

m

Part YLAM b apping

1T 0102024050607 080910711121314151617 18192021 222324

.-’: Part currently in vse by BT can NOT be enabled!

Output Port PYID Insertion

Fort | WLAM ID| - Fort | Inserti0n| -
o 1 o1 Dizabled
0z 1 0z Enabled
03 1 03 Dizabled
04 1 04 Dizabled —
05 1 05 Dizabled
0& 1 0E Dizabled
o7 1 oz Digabled
1] 1 1] Dizabled
03 1 03 Dizabled
10 1 ﬂ 10 Digabled ﬂ

Figure 18. RMT:

The VLAN Configuration Setting(4)—Insert tag constraint
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Trunking and VLAN :

RMT added a new function to avoid the trunk and VLAN in the different member from RMT_2 0 B06
version. The function has two methods described as follows. In the first method, if you set a trunk that its
members don’t belong to the same VLAN, RMT will create a conform window to remind your choice
have a fault. If you click the *“Yes”, RMT will change the window to the VLAN setting. You can’t set the
trunk successfully until your trunk settings don’t have collision with VLAN setting. The other way is that
when you configure the VLAN member where a port has been set in a trunk, RMT will automatically add
the other ports in the same VLAN. For example, portl~4 are in a trunk. If user is setting a VLAN
containing port4~6, RMT will add port1~3 into the setting VLAN.

EMT Release 22 == x|

Help

Selected Metwark Interface Selected Switch
|2: MACO0:11:D8:F5:32:61) IP[169.254.0.74) j ID: MAC[E2:54:4C:01:02:03] ChiplD[0%000C] VendorlD[0x43424140] j

Networkl Switch Status  Switeh Configuration | Switch Intemalsl

Global Configurationl Part Configurationl QoS Configuratinnl WLAN Configuration  802.10 YLAN Configuration | Part i 4 I 4
WLAM Table
WLAN Mo, | WLAM 1D | Part Members |
o 1 0020304050607 080310111213 1415161718192021 222324
0z 2 01020304
03 3 05 06 07 08
04 4 03101112
05 ] 13141516
06 E 0102 0310 1718
Port WLAN Mapping Output Fort PYID [nzertion
Part | WLAM D | - Part | Inzertion | :I
o 4 1 Dizabled
0z 5 12 Dizabled
03 1 13 Dizabled
04 ) - 14 Enabled
05 1 15 Enabled
06 1 16 Enabled
07 1 i Dizabled
0z 1 18 Dizabled
03 1 19 Dizabled
10 1 ;I 20 Digabled LI

Figure 19. RMT: The VLAN Configuration Setting(5)—802.1Q VLAN Configuration
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Help

Selected Network Interface

Selected Switch

=10 x]

|2 MACIOO1:DEF53261) IP163.254.0 74)

=

[0 MACIE254:4C:01:02:03) ChiplDI0S000C) YendorlD(Dxd3424140) = |

Netwolkl Switch Status  Switch Canfiguration | Switch Intemalsl

Global Configuration  Port Configuration | o5 Eonfigurationl WLAM Configurationl 80210 WLAN Eonfigurationl Part i 4 I L4

Apply |

Port | Enabled | P Bandwidth | T3¢ Bandwidth | Advertised Speed | Pause Flow Ctl | Trunking |
m ez Mo Limit M Limit 100M Ful  Both TX/RX  Disabled
02 Yes Mo Limit N Lirit 100M Ful  Both TX/RX  Disabled
03 Yes Mo Limit No Limit 100M Ful  Both T®/RX  Disabled
04 Yes Mo Limit M Lirit 100M Ful  Both TX/RX  Disabled
05 Yes T TR sooiic B B
06 Yes Confi X {sbled
o Lo The VLA ID of B01, P02, P13 and P14 are differsnt oA
a , POZ, are different.
gg i:z ® They cam't be setted 10 the frunk! Do yom switch o 802 101 :E:Zj
10 e VLAN Configuration page for YLAN setting? g
11 Yex abled
12 Yes Ho abled
13 ez abled
14 Yes Mo Limit No Limit T00M Ful  Both TR/R%  Disabled
15 Yes Mo Limit N Limit 100M Ful  Both T®/RX  Disabled
16 Yes Mo Limit M Lirit 100M Ful  Both TX/RX  Disabled
17 Yes Mo Limit N Limit 100M Ful  Both T®/RX  Disabled
18 Yes Mo Limit M Lirmit 100M Ful  Both TX/RX  Disabled
13 Yes Mo Limit N Lirit 100M Ful  Both TX/RX  Disabled
20 Yes Mo Limit N Limit 100M Ful  Both T®/RX  Disabled
2 Yes Mo Limit M Limit 100M Ful  Both TXARX  Disabled
2 Yes Mo Limit N Limit 100M Ful  Both T®/RX  Disabled
23 Yes Mo Limit M Lirit 100M Ful  Both TX/RX  Disabled
24 Yes Mo Limit N Lirit 100M Ful  Both TX/RX  Disabled

Figure 20. RMT: The VLAN and Trunk setting have collision
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3.4.5. Port Mirror Configuration

In this section, we will introduce a function about port mirroring. In RTL8326, it doesn’t support the
mirror function. If you are using RTL8326, please ignore this section. First, please choose the mirroring
port, for example, port 1, you just click the right button of mouse and enable the port’s mirroring function.
Then, choose the mirrored port, for example, port 2, you can follow the same action as you choose
mirroring port, but at the place of Mirrored port to select which one you want.

Switch
Control
Mirror Packet
to Portl i‘;ﬁ;g
Port2 RX
Packets

Portl| | Port2 | Port3

I |

Port3 TX
Packets

Mirror Port3
TX Packet to
Portl
< o <
- ~

Mirror Port2
RX Packet to Port2 RX

Portl Packets Figure 21. The Port Mirror Function Explaination

& []

=100 ]

Help

Selected Network Interface Selected Switch
|2 MACIOD11:D8F5:32:61) IP[169.254.0.74) j IU: MAC[E2:54:4C:01:02:03) ChiplD(04000C] Vendaor D[0:42424140] j

Network | Swilch Status  Suitch Configuration | Suich Intemals |

Fort Configuration | Qo5 Configuration | WLAN Configuration | 80210 YLAN Configuiation Fort Mir Enable Mirrored Po rt, Port2 RX and Port 3 TX

Mirroming Parts Mimarred Parts
Poit | Mioing Pot | RxMinor]_ T Miror] T |
m Disabled ol Disabled Disabled
oz Disabled 02 Enabled Disabled
02 Disabled 13 Jisable nablec
04 Disabled ) Disabled Disabled
05 Disabled 05 Disabled Disabled
0 Disabled ] Disabled Disabled
07 Disabled o7 Disabled Disabled
1] Disabled 03 Disabled Disabled
09 Disabled L] Disabled Disabled
10 Disabled 1 Disabled Disabled
L Disabled n Disabled Disabled
12 Disabled 12 Disabled Disabled
13 Disabled 13 Disabled Disabled
14 Disabled 14 Disabled Disabled
15 Disabled 15 Disabled Disabled
16 Disabled 16 Disabled Disabled
17 Disabled 17 Disabled Disabled
18 Disabled 18 Disabled Disabled
13 Disabled 13 Disabled Disabled
20 Disabled 20 Disabled Disabled
2 Disabled 21 Disabled Disabled
22 Disabled 22 Disabled Disabled
23 Disabled 23 Disabled Disabled
24 Disabled 24 Disabled Disabled
sory | Figure22. RMT: The Port Mirror Function Setting
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When you enable one port’s mirror function, the port will concentrate on its mirroring ports; therefore, it
will affect its receiving ability of RRCP packets. In order to avoid the user setting a wrong configuration,
RMT will forbid your mirroring port setting when your setting influences the RMT controlling switch. As
in Figure22, RMT shows a window to tell that enabling this port will affect the control of this switch or
the other switches that connect directly or indirectly to this switch.

=10 %]

Help

Selected Metwork Interface Selected Switch
ID: MACIO0:0E:A6:0D:69:43) IP(1?2.21.EB.1;| |1: MACIRZ:54:4C:07:30:31) ChiplD{0=000C) VendurlD(Dx;l

Networkl Switch Status  Switch Configuratian | Switch Intermals I

Fort Canfiguration | QoS Configuratian | WLAM Canfiguration  Fort Mirror Configuration | Security C 4 | 4 |

kdirraring Ports Mirrorred Farts

F.. | Mirroring| - F.. | RXMirrurl TXMirrurl -
01 Disabled 01 Disahled Disabled

nz Disabled 0z Disahled Disabled

03 Enabled [IK] Disahled Disabled

04 Disabled 04 Disahled Disabled

05 Dizahled 05 Disahled Disabled

0& Disabled 1] Disahled Disabled

D? DISE[thd n3 | TR B PR | | TR Y P |

03 Disabled Warning x|
JIE] Disabled

10 Disabled & Port cureenfly in use by EMT can MOT he enabled |
11 Disabled

12 Dizahled

13 Disabled

14 Disahled

15 Disabled ~— 15 Disabled Disabled —I
16 Disabled 16 Disahled Disabled

17 Dizahled 17 Disahled Disabled

18 Disabled 18 Disahled Disabled

13 Dizahled 19 Disahled Disabled

2N Nisahled X 2 Nisahled  Nisabled LI

Apply |

Figure 23. RMT: Rejection to your port mirroring setting if it influences RRCP-based Switch control
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3.4.6. Security configuration

In the third “Security Configuration”, if the Authorized function of a port is disabled, it will not receive
RRCP packets. Therefore, you can use the feature to limit only some users can control the switch by
RMT.

RMT Release 2.1 Build XX - o] x|
Help
Selected Metwork Interface Selected Switch

|2: MACIOLOE:OC:AT:DA:2F)  IP[132.168.2.36) j ID: MACEZ54:4C:01:02:24) ChiplD[0=0004] “endorl D[0x4:2424140] j

Metwork I Switch Status  Switch Configuration I Switch Internals I

Part Eonfiguratinnl Qo5 Ennfigurationl WLAN Ennfigurationl Part Mirar Configuration  Security Configuration | 1 I 'I
To disable or enable the
. port that can use the
Authorized Management Fort Contral
Port | Authorized | -| RRCP function.
m Enabled —
0z Enabled
3 Enabled
04 Enable o
05 Enahled  isabled
06 Enabled  Enabled
a7 Enabled
0z Enabled
09 Enabled
10 Enabled
11 Enabled
12 Enabled
13 Enabled
14 Enabled ||
15 Enabled
16 Enabled
17 Enabled
18 Enabled
18 Enabled =l
Apply |

Figure 24. RMT: Security Configuration
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3.5. Switch Internals
Device Management:

3.5.1. Load Factory Default Configuration

Click the “Load Factory Default Configuration” button, and you can load the default configuration, which
is saved in the Switch hardware (EEPROM). The “Factory Default Configuration” means the
configuration that saved in Switch hardware (EEPROM) when they produce by the factory, and will not
be changed under normal operation.

Note: The Load Factory Default function will not save the *““Factory Default™ into hardware, therefore,
we suggest that you save configuration after you load factory default.

3.5.2. Save Configuration to Hardware

Click the “Save Configuration to Hardware” button, and you can save the configuration that you now set
in this program. When you click “Load Factory Default Configuration” and “Save Configuration to
Hardware” button, it will show a message box as follows to tell you to wait a moment.

| RMT Release 2.1 Build XX o (=1 |

Selected Network Interfface Selected Switch

|2: MACIDO:0E:0C:AT:D4:2F) IP[192.168.2.36) LI ID: MACIS2:54:4C:01:02:24] ChiplD(0x0004) YendorlD(0x43424140) LI

Metwark | Switch Status I Switch Configuration  Switch Internals I

Device Management I General Informationl WLAM Related Informationl MALC/PHY/EEPROM Diagnostics | EEPROM WILI_L

—Configuration Save/load—

Load Factory Default Configuration I

Save Configuration to H.

Loading Factory D efault Configuration

—Device Reset———————

Reset Switch | ‘

Figure 25. RMT: Load/Save Operation
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3.5.3. Reset Switch

Click the “Reset Switch” button, and you can reset the switch as if you push the Reset button or switch
device power off then on.

=101 %]

Help

Selected Network Interface Selected Switch
|2. MACIO0:11:DE:FE32:61] IP[169.254.0.74] d IEI. MAC52.54:4C:01:02:03] ChiplD(0x000C) Yendor D[0x43424140) ﬂ

Netwnrkl Switch Statusl Switch Corfiguration  Switch Internals |

ment |

[ Configuration Save/load |

Load Factory Default Configuration

Save Configuration to Hardware

rDevice Reset———————————

Reset Switch |

Figure 26. RMT: Device Management
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